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Bepcus 2.1,
ITporokon Ne 11 Cosera gupekropos ot 17.07.2019
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[penpiayinye peaaKiuy JOKyMeHTa
(npenpiaymive Bepcun (pEAaKIium) WA BCe
W3MEHEHUs, BHECEHHBIC B JIOKYMEHT)

Bepcus 2.0,
IIpotoxkon Ne5 Cosera aupektopos ot 21.03.2017

[IpyunHa BHECEHUS] U3MEHEHUI

[1nanoBBIN IepecMOTp B paMKax MeHekMeHTa b
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1. OBIIME NMOJIOKEHUSA

1.1. Hacrosimas [TonmuTtrka 06paboTKu epcoHanbHbIX AaHHBIX (nanee — [lomutrka) O6mecTBa
C OrpaHUYEHHON OTBETCTBEHHOCTHIO pacueTHasi HeOaHKOBCKas KpeiuTHas opranuzanus «Ennnas kacca»
(manee tarxke - OO0 PHKO «Enunas kaccay», PHKO) onpenenser nonmutuky OOO PHKO «Enunas kacca
B OTHOILIEHUH 00paboTKH U oOecrieueHust 0€30acCHOCTH MEePCOHANIBHBIX JAaHHbIX. [lonuTuka pazpadorana
B COOTBETCTBHUU C 3aKOHOAATENbCTBOM Poccuiickoit @enepariuul B 001aCTH MEPCOHAIBHBIX JaHHBIX. Llenbio
Hacrosied IloauTuku sBIsETCS yCTAHOBJIEHHE OCHOBHBIX NPUHIMIIOB M IOAXOJOB K 00paboTKe M
obecriedeHn o 6e30MacHOCTH MepPCOHaIbHBIX JaHHbIX B PHKO.

1.2. [TonuTuka omnpenenser MepeyeHb MEPCOHAIBHBIX MJAHHBIX KJIMEHTOB, KOHTPAreHTOB,
pabOTHUKOB W JPYruX CYOBEKTOB MEPCOHANBHBIX NaHHBIX, MoJb3yromuxcs yciayrama OOO PHKO
«Enunas kaccay, nopsaok o0pabOTKM MEPCOHAIBHBIX JAHHBIX, OCHOBHbIE NPUHIMIIBI, LEIH U YCIOBHS
00pabOTKM TEpPCOHANBHBIX JAHHBIX, YCTAaHABIMBACT TPEOOBAHMs, TPEABABISIEMbIE K 3allUTe
[ePCOHAIbHBIX JAHHBIX.

1.3. [Herictue [losmTHKN pacipoCTpaHseTCs Ha BCE IEPCOHANIbHBIEC JAHHBIE, KOTOPBIE I10JIy4acT
OOO PHKO «Enunas kacca», BKJIIOYas JaHHbIC, MOJIYyYEHHBIE JO BBEICHMS B JCHCTBUE HACTOSLIEH
[Tonutuku.

1.4. Hacrosimas IlonauTrka BeTymaeT B CHIy € MOMEHTa €€ YTBEPXKICHHMA U JeHCTBYeT
O0eccpouno. Bce wu3MeHeHUS W JONOJHEHHWS COBEPINAIOTCS M yTBepkaaroTcs pemenneM Cosera
nupektopoB OOO PHKO «Enunas kacca». Bce Ilpunoxenus k Hacrosimed IlonuTtuke sBisitorcs ee
HEOTHEMIIEMOM YaCThIO.

1.5. [Tonoxenus Hactosmed [loMUTHKM SBISIOTCS OCHOBOM JUIsl OpraHu3aluu paboThl IO
obpaboTtke mepcoHanbHbIX HaHHBIX B OOO PHKO «Enmnas kacca», B TOM uucie, Ui pa3pabOTKH
BHYTPEHHUX HOPMAaTHUBHBIX JIOKYMEHTOB, PErjJaMEHTUPYIOIIUX Ipolecc OO0pabOTKU MEePCOHAIBHBIX
nanHbix B OOO PHKO «Enunas xaccay.

1.6. [Tonoxxenus Hacrosimei [lomuTuku SBIAIOTCS 00sA3aTENBHBIMH JJISI MCIIOJHEHUS BCEMH
padorankamu OOO PHKO «Ennnas xacca», UMEIOIMIMMU JIOCTYII K IEPCOHATBHBIM TaHHBIM.
1.7. [TpaBoBbIe OcHOBaHUS 00pabOTKH nepcoHanbHbIX AanHbIX B PHKO:

1.7.1. 3akononarensctBO Poccuiickoii denepanuu, BO UCTIOTHEHNE KOTOPOTO U B COOTBETCTBUU C

koTopbiMi PHKO ocyiiectiser 06paboTKy nepcoHaTbHbIX JaHHbBIX, B TOM YHCIIE:

» Konctutynus Poccuiickon ®@enepannu;

* Tpynosoii koaekc Poccutickont Penepanuu;

» Hanorossii konekc Poccuiickoit @enepanny;

* I'paxnanckuit kogekc Poccuiickon @enepanny;

»  ®enepanbubiil 3ak0H Poccuiickoit @enepanun ot 27.07.2006 1. Ne 152-D3 «O nepcoHambHBIX
JaHHBIX»;

»  ®enepanpubiii 3akoH Poccutickoit @enepanun ot 10.07.2002 1. Ne 86-D3 «O llenTpanibHOM
6anke Poccuiickoit denepanuu (banke Poccun)y;

+ ®depepanbHblii 3ak0oH Poccuiickoit @enepanuu ot 02.12.1990 r. Ne 395-1 «O Oankax u
0aHKOBCKOM JesITeIbHOCTIY;

»  ®enepanpHbiii 3ak0H Poccuiickoit @enepanun ot 08.02.1998 Ne 14-d3 «OO6 obmiecTBax ¢
OTPaHUUYEHHOU OTBETCTBEHHOCTBIOY;

* @enepanbHbli  3ak0oH Poccumiickori  @enepanuu ot 07.08.2001 r. Ne 115-®3 «O
MPOTUBOJCHCTBUY JIeraau3aluy (OTMBIBAHUIO) JIOXOJIOB, MMOJYYEHHBIX MPECTYMHBIM MyTeM, U
(hMHAHCUPOBAHUIO TEPPOPU3IMAY;

+  @enepanbHblil 3akoH Poccuiickoit @eneparuu ot 01.04.1996 Ne 27-03 «O06 uHAMBHUyaTBHOM
(mepcoHUPUIMPOBAHHOM) YUETE B CUCTEME 00513aTEIHHOIO EHCHOHHOTO CTPaXOBaHUs»;

»  @enepanbHblil 3akoH Poccuiickoit @enepanun ot 27.7.2006 Ne 149-03 «O06 unbpopmanuy,
MH(OPMALIMOHHBIX TEXHOJIOTHUSAX U 3alUTe UHPOpMALIUNY;

»  @enepanbHblil 3akoH Poccuiickoit @eneparun ot 22.10.2004 Ne 125-D3 «OO6 apXxUBHOM Jieie B
Poccuiickoit ®eneparumy;

»  @enepanbHblil 3ak0H Poccuiickoit @enepanuu ot 06.12.2011 Ne 402-03 «O Oyxrantepckom
yuerey;

» ®@epepanbHblii 3akoH Poccuiickoit ®enepanuu ot 14.07.2022 Ne 236-03 «O Donzae
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MMEHCUOHHOTO U COLMAJIBHOTO cTpaxoBaHus Poccuiickoi denepanuny;

* IlocranoBnenue IlpaButensctBa Poccuiickoii ®enepaumu ot 01.11.2012 Ne 1119 «O6
YTBEP)KICHUN TpEOOBAaHUN K 3allUTe TNEPCOHAIBHBIX JaHHBIX TpH HX 00paboTKe B
MH(POPMALMOHHBIX CHCTEMaX MEePCOHAIBHBIX TAHHBIXY;

* TlocranoBnenue IlpaButenbcrBa Poccuiickoii ®eneparuu ot 12.02.1994 Ne 101 «O donne
COLIMAJIBHOTO cTpaxoBaHus Poccuiickon denepanun»;

* IlocranoBnenue I'ockomcrara Poccum ot 05.01.2004 Ne 1 «O0 yrBepkaeHHH yHUDUIIH-
POBaHHBIX (POPM NEPBUYHOHN YUETHON JOKYMEHTAIMH IO YYETY TPYJa U €ro OIUIaThI»;

*  Uucrpykuus banka Poccum ot 30.06.2021 Ne 204-M «O6 OTKpBITHH, BEJECHUU U 3aKPHITHU
0aHKOBCKMX CYETOB M CUETOB IO BKJIAJaM (JICTIO3UTaM)»;

* Jlomoxenne banka Poccum ot 15.10.2015 1. Ne 499-11 «O06 maeHTHU(UKAIIMN KPEIUTHBIMU
OpraHM3alMsIMM  KJIMEHTOB,  IPEACTABUTEIEM  KIMEHTa, BbIrojonpuoOperarenel u
O6eHeuIIMapHBIX BIa/EIbIEB B LUEJISIX MPOTUBOACUCTBUS Jeraan3anuu (OTMBIBAHUIO) T0XO/I0B,
MOJTyYCHHBIX MPECTYIHBIM IyTeM, U (PUHAHCHUPOBAHUIO TEPPOPU3IMAY;

* Tlomoxenue banka Poccuum ot 27.02.2017 Ne579-I1 «O Ilnane cueToB OyXraaTepcKoro ydera
JUISL KPEUTHBIX OpraHu3aluil U MOPsIKE €ro IPUMEHEHUS;

*  Uncrpykuus banka Poccun ot 02.04.2010 Ne 135-U «O nopsanke npunsatus bankom Poccun
pelIeHns 0 TOCYAapCTBEHHOM perucTpanuy KpeIuTHBIX OpraHU3alMil U Bbladye JUMIEH3UH Ha
OCyIlIeCTBICHIE OAHKOBCKHX OTEpaIHii»;

* [Ilonoxenune banka Poccum ot 20.07.2007 Ne 307-I1 «O mnopsaake BeaeHUs YyyeTa MU
npenacraBieHust uHGopmanuu 06 ahPUIUPOBaHHBIX JIULIAX KPEIUTHBIX OPraHU3aLUN»;

* Tlonoxenne banka Poccun ot 27.12.2017 Ne 625-I1 «O nopsiaxe cornacoBanus bankom Poccun
HazHayeHUs (M30paHus) KaHAUATOB Ha JOJHKHOCTH B PMHAHCOBOM OpraHU3alluu, YBEIOMICHUS
banka Poccun 06 m3bpanuu (mpekpainieHuu MOJHOMOYHI), Ha3HAYEeHUH (OCBOOOXKICHUH OT
JOJDKHOCTH) JIMI, BXOJSIIMX B COCTaB OPraHOB YIPaBIEHUS, WHBIX JODKHOCTHBIX JIMIl B
(MHAHCOBBIX OPraHU3ALMUAX, OLIEHKH COOTBETCTBHS KBATH(PHKAIIMOHHBIM TPEOOBAHUSAM H (HJTH)
TpeOOBaHUSAM K JEIOBOM peryTaluy JIHI], BXOAAIIUX B COCTaB OPraHOB YIPABICHUS, MHBIX
JOJDKHOCTHBIX JIMIl M y4YpeAuTeNnel (aKIMOHEPOB, YUYACTHHKOB) (DMHAHCOBBIX OpraHH3alHy,
HampaBJICHUs WIEHOM COBETa JUPEKTOpOB (HAONIOAATENIbHOTO CcOBeTa) (hDHHAHCOBOM
opranuzanuu uH@opmauuu B bank Poccunm o rosnocoBaHuu (0 HENPU-HATHM Y4acTusi B
rOJIOCOBAaHUM) MPOTHUB PELICHUs COBETa JTUPEKTOPOB (HAOII0AATENBHOIO COoBETa) (PMHAHCOBOM
OpraHM3aliy, HampapieHHUs 3amnpoca o mnpenocrasieHuu bankom Poccum uHbopmanuu u
HampasieHuss bankom Poccun oTBeta o Hamuuuu (OTCYTCTBUM) CBEACHHMM B 0azax MAaHHBIX,
MPEYCMOTPEHHBIX cTaThsiMu 75 u 76.7 ®denepanshoro 3akona ot 10.07.2002 Ne86-D3 "O
enTtpansHom Oanke Poccuiickoii @eneparuu (banke Poccun)", a Takxke o mopsake BeACHUS
Takux 0a3y,

* Tlonoxenue banka Poccun ot 26.12.2017 Ne 622-I1 «O mnopsiike packpbITUs HUH(OPMAIMH O
JULax, Mo KOHTPOJIEM JINOO0 3HAYUTENbHBIM BIUSHUEM KOTOPBIX HaXOAATCS OaHKHU - YYaCTHUKHU
CHCTEeMBbl 0053aTENIbHOTO CTPAaXOBaHUS BKJIAJ0B (u3Mdeckux Jull B OaHkax Poccuiickoii
®denepannu, a TAKXKe O MOPSIIKE pacKpbITUsI U TpeacTaBienus B bank Poccun un-popmanuu o
CTPYKTYpE M COCTaBe AaKIIMOHEPOB (YYACTHUKOB) HETOCYAApPCTBEHHBIX NMEHCHOHHBIX (DOHJOB,
CTPaxOBbIX OpraHHU3alUil, YNPaBISAIOMIMX KOMMAHWH, MHUKPO(QHHAHCOBBIX KOMIIAHWUN, B TOM
qucye 0 JIUIAX, 10/l KOHTPOJIEM JIM00 3HAYUTEIbHBIM BIMSHUEM KOTOPBIX OHU HAXOJATCS»;

» Tlonoxenue banka Poccun ot 16.12.2003 Ne 242-I1 «O6 opranu3zaliyi BHyTPEHHETO KOHTPOJIS
B KPEAUTHBIX OpraHU3alusaX U OaHKOBCKUX IPyIIax»;

» Konsenuus Cosera EBpomnsl «O 3amuTe GU3NYECKUX JIMILL IPH aBTOMATU3HUPOBAHHON 00paboTKe
MEPCOHANIBHBIX JaHHBIX» OT 28.01.1981 r.;

*  ®enepanbublil 3akoH 0T 04.06.2018 Ne 127-D3 «O Mepax Bo3aeicTBUS (MPOTUBOACIHCTBHUA) Ha
HenpyxecTBeHHble AedcTBUs CoeauHeHHbIX [lITaToB AMEpUKM W HWHBIX HWHOCTPAHHBIX
rocyzlapcTBy;

* MHBIE HOPMAaTHWBHBIE MpaBoOBble akThl Poccuiickoii denepanuym U HOPMATHBHBIE JTOKYMEHTHI
HCIIOJIHUTENIBHBIX OpPraHOB FOCY/1apCTBEHHON BIIACTH.

1.7.2. Buytpennue HopmatuBHbIe JoKyMeHTBI OOO PHKO «Enunas kaccay.
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1.7.3. Jlorosopsl, 3akmtouaembie Mmexxny PHKO u CyOobexTom [lepcoHanbHbBIX TaHHBIX.

1.7.4. Cornacue Ha 00pabOTKy NMEPCOHATBHBIX JaHHBIX (B CIy4asx, MPSMO HE MPEeTyCMOTPEHHBIX
3aKOHOaTenbCTBOM Poccuiickori denepanuu, HO COOTBETCTBYIOMUX moigHoMmouusM PHKO), B T.u.
COrJIaCHe COMCKaTesel Ha 3aMelIeHHe BAKAHTHBIX JOJDKHOCTEH Ha 0O0pabOTKy MepCcOHANbHBIX JAaHHBIX,
corylacue NpakTHKaHTa Ha 0o0pabOTKy MepCOHAJbHBIX JIaHHBIX, COTJIacue pPabOTHUKOB Ha 00pabOTKY
NEPCOHANBHBIX JIAaHHBIX, COIJIACHE KJIMEHTOB Ha OOpa0OTKY NEepCOHANBHBIX [TaHHBIX, COTJIACHE
noin3oBareneit caiita PHKO u T.1.

2. TEPMHUHBI U OITPEJAEJIEHUSA

OmnepaTop nepcoHaNbHBIX HaHHBIX (Hanee - OIIEPATOP) - OOO PHKO «Enunas kaccay,
3apErUCTPUPOBAHHOE B YCTAaHOBJIEHHOM IIOPSIKE B KAueCTBE ONeEparopa MEPCOHAIBbHBIX JAHHBIX MOJ
HomepoMm 77-15-003178 (manee Taxke — PHKO), ompenensitomnee meiau U conaepkaHue o0OpabOTKH
MEPCOHANBHBIX JIaHHBIX, M OCYILECTBIsAIONIee 00padOTKY MEepPCOHANIbHBIX JAHHBIX B COOTBETCTBUU C
TpeOOBaHUSMU JICHCTBYIONIETO 3aKOHOIaTebcTBa Poccuiickoit denepariuu.

DenepajbHblii 3aK0H «O MEePCOHANBHBIX JaAHHBIX» - DeiepanbHbIil 3akoH oT 27 utoiist 2006 roga
Nel52-®3 «O nepcoHanbHBIX JaHHBIX).

HNudopmanus - cBeaenus (CooOIIeHUs, TaHHbIE), HE3aBUCUMO OT (POPMBI UX MPEACTABICHUSI.

ABTOMATHU3HUPOBAHHAST 00paldoTKa NEPCOHAJBHBIX [JAHHBIX — 00pabOTKa MEePCOHATBHBIX
JAHHBIX C TOMOILBIO CPEJICTB BHIYUCIUTEIBHON TEXHUKH.

BaokupoBaHue nepcoHaNbHBIX JAHHBIX - BPEMEHHOE TIPEKpalieHrne 00paboTKH MEepCOHATBHBIX
JNaHHBIX (32 UCKIIOYEHHEM CJy4aeB, eciu o0paboTka HeoOXoauMa MJisi yYTOYHEHHUS MEepPCOHAIbHBIX
JTAHHBIX).

HNupopmanuoHHasi cucreMa mnepcoHaJbHbIX AaHHBbIX (najee - MCII/IH) - cOBOKYyNHOCTH
coliepkammxcss B 0a3ax JaHHBIX TEPCOHANBHBIX JAHHBIX M O0ECHEYMBAOIIMX WX 00pabdOTKy
MH(OPMALIMOHHBIX TEXHOJIOTUI 1 TEXHUUECKUX CPEICTB.

O0e31MYMBaHUE NMEPCOHAIBHBIX JAHHBIX - JCUCTBUS, B pe3yjbTaTe€ KOTOPHIX HEBO3MOXKHO
OnpeAenuTh 03 HCIONb30BaHMs JIOMOJHUTENBHON HH(GOpPMALUK NPUHAAJIC)KHOCTh MEPCOHANTBHBIX
JTAHHBIX KOHKPETHOMY CyOBEKTY MEPCOHAIIbHBIX JIAHHBIX.

O0padoTKka NepcoHATbHBIX JaHHBIX - JII000€ AeiicTBHE (Onepalys) Ui COBOKYITHOCTh ACHCTBUIMA
(omeparuii), COBEpIIaAEMbIX C MCIOJb30BAaHUEM CPEICTB aBTOMATH3ALMK WKW 0€3 MCIOIb30BaHUS TaKHX
CPEJCTB C IEPCOHABHBIMH JIaHHBIMH, BKJIIOYasi cOOp, 3aMKuch, CUCTEMATU3AIINIO, HAKOIIIEHUE, XPaHEHHE,
yTouHeHne (OOHOBIIEHHE, W3MEHEHHWE), M3BICYCHHE, MCIOJIb30BaHHE, Iepenaady (pacrnpocTpaHEeHHE,
MpeIOCTaBlIeHUE, JOCTYM), oOe3nuyuBaHue, OJOKHUpPOBAHUE, YyIalleHHWE, YHHUTOKEHHE MMEePCOHATbHBIX
JTAHHBIX.

Ilepconanbubie nannblie (IIJIn) — mrobas undopmanus, oTHOCSIIASICS K MPSIMO WM KOCBEHHO
OTIpe/IeIEHHOMY WJIN OTpesiesisieMoMy (GU3HUECKOMY JIMILY (CYObEKTY NepCOHAIbHBIX JaHHbIX ).

IlepconanbHble [aHHBbIE, pa3pelieHHble CYObEKTOM TMEePCOHAJbHBIX [aHHBIX JUIS
pacnpocTpaHeHusi, - TEPCOHAIBHBIC JaHHBIE, JIOCTYNl HEOTPAHHMYEHHOTO0 Kpyra JIMII K KOTOPHIM
MPEIOCTaBlIeH CYOBEKTOM MEPCOHANBHBIX JaHHBIX MyTEeM Jaud COTNachsi Ha 00paboOTKy MepCOHAIBHBIX
JAHHBIX, PAa3PEIICHHBIX CYOBEKTOM TEPCOHANBHBIX JAHHBIX IS PACIpPOCTPAHEHUS B TMOPSJIKE,
MPEAYCMOTPEHHOM JIEUCTBYIOIIMM 3aKOHOAATEIILCTBOM.

IIpenocraBjieHHe MNePCOHAJBLHBIX JAHHBIX — JICHCTBUS, HaMpaBJICHHBIE HAa PACKPBITHE
MEPCOHANIBHBIX TAHHBIX ONPEACICHHOMY JIMILY WUJIU ONPEAEICHHOMY KPYTY JIMII.

PacnpocTpaHenue TmNepCOHAJbHBLIX JAaHHBIX - JICHCTBUS, HAMNpPABJICHHBIE HA PaCKpPHITHE
MEPCOHANBHBIX JaHHBIX HEOMPEIeNIEHHOMY Kpyry juil (mepenadya MepCOHANbHBIX JAHHBIX) WM Ha
03HAKOMJICHHE C MEPCOHAIBHBIMH JaHHBIMH HEOTPAaHUUYEHHOTO KpyTa JIUII, B TOM YHCJIe 00HApOAOBaHUE
MEPCOHANBHBIX JAaHHBIX B CPEACTBAX MAacCOBOM WHGpOpMaIMU, pa3MelieHne B HH(POPMAIMOHHO-
TENIEKOMMYHHUKAITMOHHBIX CETSIX WIH MPEAOCTaBICHUE JOCTyMNa K MEPCOHATHHBIM JAaHHBIM KaKUM-JIHOO
HHBIM CITIOCOOOM.

Cucrema 3ammThl nepcoHaNbHBIX AaHHBIX (C3II) - COBOKYIMHOCTh OPTraHM3AIMOHHBIX H
TEXHUYECKUX MEP MO 3allUTe MEePCOHANbHBIX JaHHbIX, TpuMeHseMbix OOO PHKO «Enunas kacca» s
coOroieHus TpeboBaHUM 3aKOHOIaTENhCTBA PD.

Cranpapt PCI DSS - cucrema npaBun obecriederusi 6€30macHOCTH WH(OPMAIIUU O BiaIeiblax
IUIATeKHBIX KapT Mpu ee o0paboTke, mepenadye WM XpaHEHHH, KOTopas pa3paboTaHa OCHOBAaHHBIMU
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BEAYIIMMH MCKIYyHAPOJIHBIME IUIaTeXHBIMU cuctemMamu - VISA, MasterCard, American Express, JCB,
Discover - CoBeToM 10 cTaHaapraM 0e30MacHOCTH UHIYCTpUH IiaTexxHbiX kKapT (Payment Card Industry
Data Security Standard (PCI DSS)).

TpaHcrpannyHasi nmepeaadya NepcoOHATbHBIX JAHHBIX - Nepeaaya MEePCOHAIBHBIX AAHHBIX Ha
TEPPUTOPUIO MHOCTPAHHOI'O IOCYJapCTBa, OpraHy BJIACTM MHOCTPAHHOI'O IOCYIapCTBa, WHOCTPAHHOMY
(bu3nIeCKOMY HIIM HHOCTPAHHOMY FOPUIMYECKOMY JIUILY.

YHHMYTOKEHHEe NepCOHATbHBIX JAHHBIX - JEHCTBUSA, B pE3ylbTaTe KOTOPBIX HEBO3MOXHO
BOCCTAHOBHUTH COZIEP)KaHUE MEPCOHATBHBIX JaHHBIX B MH(POPMAITMOHHON CHCTEME MTEPCOHATBLHBIX JaHHBIX
U (WIM) B pe3yJbTaTe KOTOPhIX YHUYTOKAIOTCS MaTe€pUalbHbIe HOCUTENIN IIEPCOHANIBHBIX JIAHHBIX.

Baunk-3kBaiipep - oOciyxuBarommii O0aHK, KOTOpPBI NMPHUHUMAET JAHHbIE O TPAH3AKLUUAX OT
OpraHu3anuii (KOMIaHuii), KOTOpble IPUHUMAIOT K OIJIaTe OaHKOBCKHUE IUIATEKHbIE KapThl, HAIIPABJISIET UX
B COOTBETCTBYIOIIYIO CHUCTEMY B3aUMOOOMEHa, a TaK)KE€ OCYIIECTBIISICT PACUYEThl C OOCITYKHUBACMBIMH
OpraHu3alsIMM, KOTOpble INPUHUMAIOT K OIUIaTe OAHKOBCKHE IUIATEXKHBIE KapThl, 10 COBEPLICHHBIM
TUTATENBIIMKAMHY - PU3HUYECKUMH JTUIIAMU TPAH3AKIUSIM.

BaHK-3MUTEHT - KpeUTHAs OpraHu3alus, yJaCTHUK IJIATEXHON CUCTEMBI, OCYIIECTBIISIET BHITYCK
u o0cmyxuBaHHEe OAHKOBCKMX KapT. BeICTymaer rapaHTOM BBINOJHEHHs (UHAHCOBBIX 0053aTENBCTB,
BO3HUKAIOIIMUX B XOJI€ UCIOJIB30BAHUSA ATUX KApPT ACPKATEISIMHU.

3. KATEI'OPUHU CYBBEKTOB IEPCOHAJIBHBIX TIAHHBIX

3.1. PHKO ocymectBnsier 006pabOTKy MOJYYEHHBIX B YCTaHOBJICHHOM 3aKOHOM IOpSIIKE

MEPCOHAIIBHBIX TAHHBIX, PUHAJIC)KAIINX

e  (Qusuueckum nunam, obpatusmmmcs B OOO PHKO «Enunas xacca» ¢ 1eNnbi0 MOJIy4eHUs
uH(pOpMaIIUHY, 3aKIIOYEHHs I0TOBOpa JUOO BCTYIJICHUS B MHbBIE TPaKIAHCKO-TIPABOBbIE OTHOILIEHUS C
PHKO (aunom, unatepecsl kotoporo npezacrasisier PHKO);

e ximueHtam PHKO;
nocerutensm PHKO;
MPEICTAaBUTENSIM (PU3NYECKUX U IOPUINYESCKUX JIHII,
nosb3oBaTelsiM carita PHKO;
paborHukam PHKO;
yBoJiIeHHBIM paboTHuKaM PHKO;
ponctBeHHuKaM padoTHHKoB PHKO;
koHTpareHTam PHKO;
yieHaMm opraHoB ynpasienuss PHKO, ¢pusznueckum munam, ssisrommmcs adh@rinpoBaHHBIMA
muamMu PHKO u unenamu opranos ynpasienus apguinpoBanabix aun PHKO;

e yuactHukam PHKO;

e  KaHAMIaTaM Ha 3aMellleHre BakaHTHBIX goipkHocTeil PHKO.

4. KATETOPUM U IEPYEHDb NEPCOHAJIBHBIX IAHHBIX

4.1. IlepedyeHp nepCcOHANBHBIX JAHHBIX, B TOM YHUCIIE CIIEHHAIBHBIX KaTETOPUM MEPCOHAIBHBIX
JaHHBIX, oOpabateiBaeMbix B PHKO, onpenensiercs B COOTBETCTBHH € 3aKOHOJATEIbCTBOM Poccuiickoit
@enepaunu 1 snokanbHbIMU akTamMu PHKO ¢ yuetom mneneit oOpa®oTKM TNepcOHaIbHBIX JAHHBIX,
yKa3aHHbIX B pazzene 5 [lonuTuku, U B COOTBETCTBUU C YBeroMieHneM 06 obpadotke [lepcoHanbHbIX
JnaHHbIX, HanpaBieHHbIM PHKO B Pockomuaazop.

4.2. K nepconansubiM naHHbIM, oOpabateiBaembix B PHKO, oTHOCsTCS cienyronue naHHbIE:
dbamunus, UMs, OTUECTBO, JaTa POXKIEHUS, MECTO POXKJACHHUS, aJlpec; KOHTAKTHbIE JaHHbIE (HOMEp
MOOWJIBHOTO TenedoHa; HOMEp JOMAIlHero TenedoHa; ajapec SJIEKTPOHHOM MOYTHI); PEKBU3UTHI
JOKYMEHTa, YAOCTOBEPAIOIIET0 JIMYHOCTh (MACHOPT TIpakJaHWHA - CepHs; HOMEp; JlaTa BBIJauH;
HaMEHOBaHME OpraHa, BBLAABIIETO JOKYMEHT; KOJ MOApa3feiieHHs); HACHTH(PHUKAIMOHHBIA HOMEp
Hanoromarensuyka (MHH); uadopmanus o crpaxoBoM HOMepe HHAMBUYaTbHOTO JHUIEBOTO CYETa
3aCTPaxOBaHHOIO JIMIA B CHUCTeMe o00s3arenbHOro neHcuoHHoro crtpaxoBanus (CHUJIC), pekBU3UTHI
BOJUTENBCKOTO YIOCTOBEPEHHUSI, JOKYMEHT, BBIIAHHBIM HHOCTPAHHBIM I'OCYJJapCTBOM U IIPU3HABAEMBIN B
COOTBETCTBUM C MEXKIyHapoAHbIM norosopom Poccuiickonn ®enepanuu B KadecTBE JOKYMEHTA,
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YIIOCTOBEPSIOLIETO JUYHOCTh JIMLA 0€3 Ipa)</IaHCTBA; pa3pelleHne Ha BPEMEHHOE NPOXKHBAHUE, BUJ Ha
KHUTEIbCTBO; JIOKYMEHT, YIOCTOBEPAIONINI INYHOCTD JIMIIA, HE UMEIOIIETO JeHCTBUTEIILHOTO TOKYMEHTA,
YIIOCTOBEPSAIOLIET0 JIMYHOCTh, HA IEPHUOJ PACCMOTPEHUs 3aABICHHMS O IMPU3HAHUM IPaXIaHUHOM
Poccuiickoit ®enepanuun mwinm o npueMe B rpaxnanctBo Poccuiickoit denepauuu; yaoCTOBEpPEHHUE
OeXeHlla, CBHJETEIBCTBO O PACCMOTPEHUM XOJaTaiicTBa O MPHU3HAHUU OEXKEHLIEM Ha TEPPUTOPHU
Poccuiickoit denepanuu 10 CynieCTBY; CEMENHOE IOJI0KEHUE, COLUATIBLHOE MOJI0KEHUE, UMYLLIECTBEHHOE
H0JIOKEHHEe, oOpa3oBaHHe, Npodeccus, A0XOAbl; CIELUAIbHbIE KAaTErOpUU IEPCOHANBHBIX JaHHBIX:
COCTOSIHUE 3JI0POBbs, CBEICHUS O CYJUMOCTH; CBEJICHUS O MOBBIIICHUN KBATM(UKAIIUH U ITEPETIOATOTOBKE
(cepusi, HOMep, JaTa BbIJAYM JOKYMEHTAa O IOBBIIICHUM KBIM(UKAUK WIX O IEpPernoAroTOBKeE,
HAaMEHOBAaHHE M MECTOIOJOXKEHHE OOpa30BaTEIbHOIO YUPEXKICHHs, Jara Hayajla M 3aBepIICHUS
o0y4yeHHs, KBIN(UKALUSA U CIIEHUAIBHOCTh 110 OKOHYAHUU 00pa30BaTENbHOIO YUPEXKAECHUS U JIpyrue
CBEJICHUS); CBEJICHHUS O TPYIOBOW JESATEIBHOCTH (IJaHHBIE O TPYIOBOW 3aHATOCTH Ha TEKYyIee BpeMs C
IOJIHBIM YKa3aHUEM JIOJDKHOCTH, MOApa3JeleHUs, HAMMEHOBaHUs, ajpeca U TejaedoHa OpraHMU3aluy, a
TaKXKe DPEKBU3UTOB JPYTHX OpraHM3alMii C MOJHBIM HAUMEHOBAaHMEM 3aHMMAEMbIX paHEe B HHX
JOJDKHOCTEH M BpeMEHHU paboThl B 3TUX OpraHU3alusix, a TakKe Apyrue CBEJCHHUs); CBEIEHHs O HOMepe U
CepUH CTPAXOBOT'O CBHJIETEIILCTBA TOCYAAPCTBEHHOTO IMIEHCHOHHOTO CTPAaXOBaHUS; CBEICHHS O OJU3KHUX
pOJICTBEHHUKAxX paboTHUKa (B oObeme yHHUbuUIpoBaHHOW (opmbl Ne T-2); cBeaeHHs O BpPEeMEHHOM
HETPYAOCIOCOOHOCTH; CBEJIEHUSI O BOUHCKOM Y4€T€ BOCHHOOOS3aHHbIX JIUILL U JIMLL, MOJUIEKAIINUX [IPU3bIBY
Ha BOCHHYIO CIIyXO0y (cepusi, HOMep, JaTa BblJaud, HAUMEHOBaHHWE OpraHa, BbIIABLIET0 BOCHHBINH OMIIET,
BOCHHO-yUYETHAs CHEIUAIBHOCTh, BOMHCKOE 3BaHUE, JIAHHBIC O MPUHSATUU/CHATHH Ha(c) yder(a) u Apyrue
CBeJleHUs); TaOeIbHbI HOMED; CBEJECHUs 00 alMMEHTaX; CBEACHHUS O COLMAJIBbHBIX JBIOTaX pabOTHMKA;
JaHHbIE TI0JIMCa JI0OPOBOJIBHOTO MEIMLMHCKOIO CTPaXxOBAaHMS;, JlaHHBIE I[oJiMca 00sA3aTEeIbHOrO
MEIMLMHCKOTO CTPaxOBaHMs; CBEAECHUS 00 00s3aTesbCTBaX 3aeMILMKa; MH(POpMAILUsS O TPaHCIOPTHOM
CPEICTBE; PEKBU3UTHI 3JIEKTPOHHOT'O CPECTBA IJIaTEXa; HOMEP OaHKOBCKOI'O CUETa; KpEeAUTHAs UCTOPUS;
uaeHTUGUKaTOp KineHTa; IP-anpec; HCTOYHMK 3aX0/1a Ha CAlT; TUN MOAKIIOYEHUs K ceTd MHTepHeT u
HAaUMEHOBAHME oOIllepaTopa CBA3M; JaHHbIE O BPEMEHUM M JUIMTEIbHOCTH IIOCEIEHUsl calTta Hu
reorpagpuuecKkoM IOJIOKEHUH T0JIb30BaTels caiiTa; HHPpOpPMaLUs MOUCKOBOTO UM PEKIAMHOTO 3aIpoca;
JaHHBIE O MOJIb30BATEIHCKOM YCTPOMCTBE (pa3pelleHne YKpana, Bepcus Be0-0Opaysepa u ipyrue aTpudyTHl,
XapaKTepU3yIOIUe M0Ib30BATENbCKOE YCTPOHCTBO); MHPOPMALIUS O HAKATHUSIX Ha HJIEMEHTHI B€O-CTpaHMUIL,
CBEJICHUSI O TPOCMOTPEHHBIX BEO-CTpaHUIIaX, 3aMI0JHEHUH 10JIEN BBOJIA, CBEJIEHUS O IPOCMOTpE OAHHEPOB
U BUJICO, JAaHHBIE, XapaKTepU3YIOIIUe ayTUTOPHbIE CETMEHTHI, apaMeTphl CECCHH, JJaHHBIE O BPEMEHH
MOCELEHUs, WICHTU(PHUKATOPHl IOJB30BaTENsl, XpaHUMBIX B cookie-¢ailnax, ¢ HCIOIb30BaHUEM
CIeLMaIN3UPOBaHHBIX BeO-npunoxxenuii Google Analytics u SInnexc. Metpuka.

5. HEJIM, TIPUHLOUIIBI U YCJIOBUSA OBPABOTKHA NEPCOHAJIBHBIX TIAHHBIX
5.1. OIIEPATOP ocymiectBisier 00pabOTKY MEPCOHAIBHBIX TaHHBIX B LEJAAX:

. ocymiectBiaeHuss OIIEPATOPOM o0OCHOBHBIX BUIOB NEATEILHOCTH, 3asBJICHHBIX B YCTaBe
PHKO, B ToM umce:

- OTKPBHITHS W BEJCHUA OAHKOBCKHX CYETOB IOPUAMYECKHUX JIHIl, OCYIIECTBICHHUS IEPEBOJIOB
JIEHE)KHBIX CPEJCTB MO MOPYYEHUIO IOPUIMYECKUX JIUI, OCYIIECTBICHUS MEPEBOJOB JEHEKHBIX CPEICTB
0€3 OTKPHITHUS OAaHKOBCKUX CUETOB, B TOM YHUCJIC MJIEKTPOHHBIX JIEHEKHBIX CPEJICTB;

- 3aKJIIOYCHMSI, UCTIOJHEHUSI W TPEKPAIICHUS TPaXXIaHCKO-TIPABOBBIX JOTOBOPOB C (DH3UUECKUMH
JULAMHU: TpakJIaHAMU ¥ UHIAUBUIYAJIbHBIMU MPEANPUHUMATENSIMH, IOPUANUYECKUMHU JTUIAMU B CIyYasx,
MPEyCMOTPEHHBIX  JAEHCTBYIOIIMM  3aKOHOJATelbcTBOM  Poccuiickoit  ®epeparun U YCTaBOM
OIIEPATOPA;

° opranuzanuu kaaposoro ydera pabotHukoB OIIEPATOPA, B Tom uucre:

- 3aKJIIOYEHUS/MCTIONHEHUS 00s3aTeNIbCTB MO TPYAOBBIM U TPax)AaHCKO-TIPABOBBIM JIOTOBOPAM,
BEJICHUS KaJpOBOr0 AEIONPOU3BOJICTBA;

- MoI00pa M OIICHKY KaH/IMIaTOB HA BaKaHTHBIC TOJDKHOCTH;

- COJIeHCTBUS paOOTHUKAM B OOYYEHUH, MOJICPKAHUS KOPIIOPATUBHON KYIbTYphl, KOMMYHHUKAIIUH
MEXIy paOOTHHKAaMHU, MOJIb30BAHUN PA3IMYHOTO BUJA JIBTOTAMH B COOTBETCTBUHU C 3aKOHOJIATEILCTBOM
Poccuiickoit ®enepanuy;
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- WCTOJIHEHUsS TpeOOBaHWUN HAJIOTOBOTO 3aKOHOJaTenbcTBa Poccuiickoit denmepamuu B CBSI3U C
HMCUYHCIICHUEM M YIUIaTOM HaJIOrOB, MEHCHOHHOIO 3aKoHojarenbcTBa Poccuiickonn denepanuu npu
(hOpMHUPOBaHUHM W TIPEICTABICHUU MEPCOHU(PHUITMPOBAHHBIX JIAHHBIX O KaXJIOM TOJydaresie T0XO/IO0B,
3arOJIHEHUS TIEPBUYHOM CTATUCTUYECKOW JOKYMEHTAIlMd B COOTBETCTBUM C TpyHOBBIM KOJEKCOM
Poccuiickoit @enepanun, HamoroBeim koaexkcom Poccuiickoit @enepanun, denepaibHbIMA 3aKOHAMU
Poccuiickoit @enepanuu, YcraBom 1 BHyTpeHHUMHU JokyMeHTamu OIIEPATOPA;

. dhopmupoBanus u npeaoctaBieHuss OIIEPATOPOM oT4eTHOCTH pPEeryJMpYyIOMUM OpraHaM B
COOTBETCTBHUH € TpeOOBaHUSIMU 3aKOHO1aTeNNbcTBa Poccuiickoit deaepanuu, B TOM 4uce:

- BeneHus u npenocrapieHus B bank Poccuu cnmcka agguimpoBaHHBIX JINII, CIIUCKA YYACTHUKOB
OIIEPATOPA, packpsitust PHKO nndopmaruu o numax, moa KOHTPOJIEM WM 3HAYUTEIHHBIM BIHSTHUEM
KOTOphIX HaxoauTcs; packpbiTust PHKO cBenenuii 0 KOHTpOJIMPYIOMUX KPEAUTHYIO OpraHU3alUIo JIMIAX;
packpbiTust PHKO cBenennii o kBanmudukanuu v onbiTe padoThl 4WiICHOB OPraHOB YIIPABIICHUS,

- cornacoBanus ¢ bankom Poccun xaHaupaTyp Ha JOJDKHOCTH €IMHOJIMYHOTO MCIOJHHUTEIIBHOTO
opraHa, €ro 3aMeCTUTEJIel, WICHOB KOJUIETMaJIbHOro ucnoiaHuTenbHoro oprana PHKO, rmaBHoro
Oyxranrepa, 3aMEeCTUTENICH TJIABHOTO OyXTalTepa, HHBIX JIHII, YbH KaHUIATyphI MTOJICKAT COTJIACOBAHUIO
bankom Poccun, B 11ensix BBIMOJIHEHHS] HOPMAaTUBHBIX TpeOoBanuii banka Poccuu;

- U3MEHEHUsi MH(pOpMalMH O JHIAX, YbM KaHAUAATyphl coriacoBaHbl ¢ bankom Poccum B
COOTBETCTBUM C HOpMaTUBHBIMH TpeboBanusMu banka Poccuu;

- pasmemeHuss WHGOpPMAMU O pa0OTHUKAX HA BHYTPEHHUX WH(DOPMANMOHHBIX pecypcax
OIIEPATOPA, packpertust uanpopmanuu 06 OIIEPATOPE u o nomxuoctHbix nunax OIIEPATOPA B
COOTBETCTBHUH C 3aKOHOATEIIbCTBOM;

. npoeaeauss  OIIEPATOPOM  meponpusiTuii 10 NPOTHUBOJACWUCTBHUIO  JIErajlv3alluu
(OTMBIBaHMIO) JIOXOJOB, TMOJYYEHHBIX TPECTYNMHbIM MyTeM, (UHAHCUPOBAHUIO TEppopU3Ma U
(MHAHCUPOBAHUIO PACTIPOCTPAHCHHUS OPYXKHS MACCOBOTO YHUUTOXKCHHS, B TOM YHUCIIC:

- uneHTuUKanud (PU3NYECKUX JIHI], COBEPIIAIONINX OMEpalMh C JEHEKHBIMH CpPEICTBAMH, IS
MPOTUBOJCUCTBUSL  JIeTANM3alud  (OTMBIBAHUIO)  JIOXOJIOB, TIOJYYCHHBIX TIPECTYMHBIM  ITYTEM,
(bUHAHCUPOBAHUIO TEppOpHU3Ma U GUHAHCHUPOBAHUIO PACTIPOCTPAHEHUS OPYKHS MACCOBOTO YHUUTOKEHUS;

- WCIIOJHEHHUS! HOPM JIEHCTBYIOIIETO 3aKOHOJIATEIhCTBA TPHU YCTAHOBJIICHHH IIPEACTABUTENCH,
BBITOIONIpHOOpeTaTenen u O6eHeuIMapHbIX BIIJIENBIIEB KJIUEHTOB, MpeACTaBUTENEH,
BBITOJIONIpHOOpeTaTeNel u 6eHedUuIIMapHbIX BIIaIeIbIIEB KOHTPAr€HTOB M MHBIX KaTErOpUi JIHII;

. yayuieHust OIIEPATOPOM KIMEHTCKOTO OMbITa, KauecTBa 00CIyKUBaHUS, OpraHU3aluH
yIy4IlIeHUs IPOrPaMMHOI0 00ecredeHus1, B TOM YHCIIE:

- BBINOJIHEHUs TpeOoBaHU 3akoHoAarenbcTBa Poccuiickoit denepanvv U KOHTPOIUPYOIIMX
OpPraHoB NpHU OKa3aHUM OAHKOBCKUX YCIYI HW/WINM COBEPLUIEHUH CJIIEJOK B paMKaX OCYLIECTBICHHS
nesrenpaoctd PHKO;

- 00paOoTKM 3asBJIEHUH, 3apOCOB JIUMI U UX IpeacraButeneil, ooparusmmxcs k OIIEPATOPY c
3asiBJICHUEM WJIM 3apOCOM JIF00OT0 XapakTepa, U MPeJAoCTaBUBILINX B CBSI3U C 3TUM CBOU MEPCOHAIIbHBIE
JaHHble (CBOM, TMO0 Ipyrux (pU3MUYECKUX JINN);

- YperyJupoBaHHUs 3asBICHHMM, MPETEH3HUH, COOOIIEHWH KIMEHTOB, B TOM YHCIE IO BOIpPOCaM
KayecTBa OOCIYXHBaHMSA, TPEJOCTABICHUS OTBETOB OOpaTHBIIEMYCS C 3alpOCcOM/3asBICHUEM
¢buznyecKomy ULy (ero MpeaCTaBUTENIM);

. obecrieyenuss coxpanHoctd wumymiectBa OIIEPATOPA, B ToMm wumcine obecriedeHus
npomnyckHoro pexxuma B nomenienuss OITEPATOPA.

VYka3zanusle B Hactosuiei [lonutuke kareropuu u nepedynu oOpabaThIBa€MbIX JTaHHBIX, KaTETOPUU
CyOBEKTOB JJAHHBIX, CIIOCOOBI M CPOKU 00PAOOTKHU, XpaHEHHsI JAHHBIX, a TAKKE MOPSIIOK UX YHUUTOXKEHHS
MOTYT OBITh MPUMEHHUMBI TSI KaXA0U 11e7Ti 00paObOTKH JTaHHBIX.

Jlonyckatorcst uHble neian oopadotku I1/[H B cinydae, ecnu ykazaHHbIe JE€HCTBUS HE MPOTUBOpPEYAT
JNEUCTBYIOIIEMY 3aKOHOMATENbCTBY Poccuiickoit denepanuu, HensM, 3agadaM W BUJAM JIE€SITEIbHOCTH
OIIEPATOPA, u Ha npoBeneHHe yKazaHHOW 0OpabOTKM mosyyeHo coryacue cyowsekra I1/[H, mubo ero
MoJiyuyeHue He TpeOyeTcsi B COOTBETCTBUU C JEHCTBYIOIKMM 3aKOHOAaTenbcTBOM Poccuiickoit denepanu.
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5.2. O6paboTka MEPCOHATBLHBIX JAHHBIX OCYIIECTBIISICTCS HA OCHOBE CJIeTYIOIUX MPUHIUIIOB:
3aKOHHOCTH U CIIPaBEIJIUBOCTH eI M COCOO0B 00paOOTKU MEpPCOHANBHBIX JAaHHBIX; COOTBETCTBUS
nenei oOpaboTKH MEePCOHATBHBIX JAHHBIX LIEISAM, 3apaHee OMPECICHHbIM M 3asBJICHHBIM IMpH cOope
MEePCOHANBHBIX JaHHBIX, a Takxke momHomouusiM OITEPATOPA; cooTBeTcTBHs 00beMa U XapakTepa
oOpa0aThIBa€MbIX MEPCOHATBHBIX JaHHBIX, CIOCOOOB OOpPaOOTKH MEpPCOHANBHBIX JAHHBIX LEISIM
00pabOTKM TMEPCOHANBHBIX JAHHBIX; JOCTOBEPHOCTH MEPCOHAIBHBIX ITaHHBIX, UX JOCTATOYHOCTU IS
ueneil o0padoTKu, HEAOMYCTUMOCTH OOPAOOTKHU MEPCOHANIBHBIX JAHHBIX, U30BITOUYHBIX 10 OTHOIICHUIO K
eJISIM, 3asBIICHHBIM MPU COOPE TIEPCOHANBHBIX TAHHBIX; HEJJOMMYCTUMOCTH OOBEIMHEHHS CO3/IaHHBIX IS
HECOBMECTHMBIX MEXAy co0oi menei 0a3 NaHHBIX, COJEpXKAIIUX MEPCOHAJIbHBIC JAHHbBIC; XPAHEHUS
MEPCOHANBHBIX JTaHHBIX B (hOpMe, MO3BOISIIONICH ONPENSIUTh CyOBEKTa MEPCOHAIBHBIX JIaHHBIX, HE
JOJIbIIIE, YeM ATOrO TPeOYIOT LeinHu UX 00pabOTKH; YHHUUTOXKEHUS JTU00 00€3IMYUBaHUS M0 JOCTHKEHUU
1eneit 00paboTKH MEPCOHANBHBIX JaHHBIX WIU B CITydae yTpaThl HEOOXOAMMOCTH B X JOCTHKCHHU.

5.3. O6pabotka mepcoHanbHbiX AaHHBIX Beaercss OIIEPATOPOM kak ¢ ucnosib30BaHHUEM
CPEIICTB aBTOMATH3aI[MH, HA CIICIUATHN3UPOBAHHBIX CEPBEPAX, TAK U PyYHBIM CIIOCOOOM C COOJIIOICHUEM
CJIEYIOIIUX TPEeOOBAHU:

J cragaapra PCI DSS u mnosnokeHuil o 3ammure NepcoHalIbHBIX AAHHBIX, MPEAYCMOTPEHHBIX
3aKOHOJATEIILCTBOM PD;
J JOCTYII K IEPCOHANBHBIM JAaHHBIM MIPEJOCTABIISIETCS TOIBKO CYOBEKTY EPCOHATBHBIX TaHHBIX

WIN €0 3aKOHHOMY IIPEICTaBUTENIO B COOTBETCTBUU C TpeOOBaHUAMHU 3aKoHoaTenbcTBa PD. PaboTHukN
OIIEPATOPA umeror 1ocTyn K MEPCOHAIbHBIM JIaHHBIM B Ipenenax, He0OOXOIUMBIX IS BBIIOJIHEHUS
MMH CBOMX JOJDKHOCTHBIX 00s13aHHOCTEH;

o OpraHM3aIys 3allUThl TIEPCOHATBHBIX JAHHBIX OOCCIICYMBACTCS JIUIIOM, OTBETCTBECHHBIM 3a
00paboTKy MEePCOHATBHBIX IAHHBIX.
5.4. OITEPATOP ne oOpabarbiBacT OMOMETpUYECKUE TIEPCOHANBHBIE JAHHBIE U IEPCOHAIIbHBIE

JaHHbIE CIELMATbHOM KaTeropuu (JaHHblE O MOJUTHUYECKHUX, PEIMTHMO3HBIX, UHBIX YOEXKAECHUSX, O
YJICHCTBE B OOIIECTBEHHBIX OOBEIMHEHMAX MM MPO(PCOIO3HOM JAEATEIHOCTH, O YaCTHON/MHTUMHOMN
KHU3HU) CYObEKTa IEPCOHAJBHBIX JAHHBIX. B ciyyae mHoOJyyeHUs TaKuUX CBEICHUN OHM IOJUIekKaT
HEMEJICHHOMY YHUYTOXKEHUIO.

5.5. [Topsimok W CpPOKM XpaHEHHUS TEPCOHAIBHBIX JAaHHBIX OMPEACISIOTCS BHYTPECHHUMU
nokymeHtamu OIIEPATOPA u 3akoHonarensctBoM Poccuiickoii @enepanmi.
5.6. OITEPATOP npousBoaut 00paboTKy MEpCOHAIBHBIX JAHHBIX Ha CIEAYIOLIUX YCIOBUSX:

5.6.1. oOpaboTka mMepCOHANBHBIX  JAaHHBIX HEOOXOoAMMa NS JOCTIDKEHHUs  IIelieH,
MPEyCMOTPEHHBIX MEXKIYHAPOJHBIM J0roBopoM Poccuiickoit @Dexepanuv  WIA 3aKOHOM, A
OCYIIIECTBIICHUS U BBHIMOJHEHHs] BO3JOXKEHHBIX 3aKOHOJATENbCTBOM Poccuiickoit @enepanuu Ha
OITEPATOPA ¢yHk1uii, moHOMOYHI U 00s13aHHOCTEN;

5.6.2. 00paboTKa MepPCOHANBHBIX JTAHHBIX OCYIIECTBISETCS B COOTBETCTBUU C IIENIIMHU, 3apaHee
OTIpe/ICTICHHBIMU W 3asBJICHHBIMU TPU cOOpe MEepPCOHANBHBIX JAaHHBIX, a Takke moaHoMmounsmu PHKO,
ONpefeNIeHHbIMUA JIEHCTBYIOIIUM 3aKOHOJATeNbcTBOM Poccuiickoit ®enepaniii ¥ JOTOBOPHBIMU
OTHOIIECHUAMH ¢ KiaueHTaMu U KoHTpareHTamMu OIIEPATOPA,;

5.6.3. 006paboTka crHenuanbHbBIX KaTeropuil NEepCOHANbHBIX JaHHBIX, KacCaroIIUXCs PacoBOM,
HAI[MOHAJLHOW MPUHAIJIC)KHOCTH, TOJUTHYCCKHUX B3TJISI0B, PEIIUTHO3HBIX WA PHITOCO(DCKUX YOSKICHUH,
a TaKKe CBEICHUH, KOTOpbIE XapaKTepU3YIOT (U3HOJOTHMYECKHe OCOOCHHOCTH YeNOBeKa M Ha OCHOBE
KOTOPBIX MOXXHO YCTaHOBUTH €ro JIM4HOCTh, OITTEPATOPOM He ocymiecTBisercs;

5.6.4.00paboTKa MepCOHANBHBIX TAaHHBIX OCYIIECTBISIETCS C COTTIACHS CYObEKTa MePCOHATBHBIX
JTaHHBIX;

5.6.5.00paboTKa MepcoHaIbHBIX MaHHBIX HEO0OXOaUMa Jis WCIOIHEHHS JOTOBOPA, CTOPOHOM
KOTOPOTO JHOO BBITOJONPHOOpETATEIeM WM TOPYYUTEIIEM 10 KOTOPOMY SIBISIETCS CYOBEKT
MEePCOHANBHBIX JAaHHBIX, & TAKXKEe JUIS 3aKIIOUEHUsS] JOTOBOpa MO MHUIIMATHBE CYOBEKTa MEepCOHAIBHBIX
JaHHBIX WA JIOTOBOpPA, 10 KOTOPOMY CYOBEKT TMEpPCOHAIBHBIX JAHHBIX OYAET  SIBISITHCS
BBITOIONIPHOOpPETATENIEM WITH MTOPYIUTEIEM;

5.6.6.00paboTka TEpCOHANBHBIX MaHHBIX, MOJYYCHHBIX B pe3yiabTare 00e3TNYNBaHUS
MEePCOHANBHBIX JaHHBIX, OCYIIECTBIISCTCS B IENAX MOBBIIICHUS d()(PEKTUBHOCTH TOCYIAPCTBEHHOTO WIIH
MYHHIIHITAILHOTO YIIPABICHUS.
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6. IEPEJJAYA IEPCOHAJIBHBIX JIAHHBIX

6.1. Ilepenaua IIJIH TpeTbum mnuuam, BkiItouas npepoctaBieHue II/IH nms o3HakomieHus,
oOHapoIOBaHWE B CpPEACTBAX MaccoBOM  HWH(OpManuu, pasMmemeHne B  WHGPOPMAIMOHHO-
TEJICKOMMYHUKALIMOHHBIX CETSX WM mpefocTaBieHue noctyna K [IJIn kakum-1nb6o MHBIM criocobowm,
MIPOU3BOJIUTCS TOJIBKO MPU YCJIOBHUU TONy4YeHHs cornacusi cyobekra I1/lH, 32 HMCKIIOYEHHEM CIydaeB
npeaocrasiieHus [IJ[H ynmoiHOMOYEHHBIM OpraHaM rOCyJapCTBEHHOM BIIACTHM M MHBIX YCTaHOBJIEHHBIX
(benepanbHBIM 3aKOHO/ATENLCTBOM ciiyyaeB. He momyckaercsi pacnpoctpanenue [1/1H, ecnu mpu 3Tom
HapyIIAIOTCs] KOHCTUTYLIMOHHBIE ITpaBa U cBoOO B! cyobekTa [1J{H minu qpyrux .

6.2. B caywae pacnpoctpanenus I[1[ln ompenenennoro cyowekta [1[lH mnm ompenerneHHOM
rpynmbl cyosekToB 1/l He momyckaercs packpeitue [1JIH apyrux cyowekroB I1[ln. Ilepemaua I1)/In
TpeThel CTOPOHE BO3MOXKHA TOJBKO HA OCHOBAaHMM MHUCbMEHHOro cornamenus Mexay PHKO wu
COOTBETCTBYIOIIUM TPETHUM JIMIIOM O COOJIIOIEHUN KOH(PHUISHIIUATBHOCTH U 00ecriedeHH 0€30MacCHOCTH
[111. B TakoMm corjameHuy JOJDKHBI TaKXKe CoAepiKarbes rapanTuu oOpaboTku [Tl TpeTbum miiom
3apaHee OrOBOPEHHBIMH CIIOCO0AMU M UCKIIFOUUTENBHO B LENSX, 151 KOTOPBIX OHH MepeAaHbl.

6.3. OIIEPATOP mnpenoctaBisier oOpabaTbiBacMble IEpPCOHAIBHBIE JaHHbIE B  IEJAX
UCIIOJTHEHUSI CBOMX OO0s3aTEeNbCTB IO JOTOBOPAaM BO3ME3JHOTO OKa3aHHs yCIyr HH(OPMAIMOHHO-
TEXHOJIOTMYECKOT0 B3aUMOJICUCTBHS B IIPOLECCE OCYLIECTBICHUS PACYETOB M0 ILIATEXaM, COBEPIIAEMbIM
CyOBEKTOM MEPCOHATBHBIX JaHHBIX B ceTH MIHTepHET (mepeaaya ocymiecTBiseTcs B 0aHK-IKBaipep 1 OaHK-
smuTeHT). [lepcoHanbHble TaHHBIE IPEAOCTABISIOTCS 110 3aIUIICHHBIM KaHallaM CBSI3U, HE 10ITyCKaOIIM
pacrnpocTpaHeHHE EPCOHANBHBIX JAHHBIX HEOTPAaHUYCHHOMY KPYTY JIUIl B COOTBETCTBUU C TPEOOBAHUSIMU
Cranpgapra PCI DSS.

6.4. OIIEPATOP wMoxxeT Ha OCHOBaHMM JI0roBopa mepenaBath [I/lH cBoMX pabOTHUKOB,
KIIMEHTOB U KOHTPAareHToB Ha 00pabOTKy TpeThUM JHIaM (IpruHUMaromiei cropone). [lepenaueit [11n ans
00pabOTKM TPETHUM JIMIIAM CUUTAIOTCS BCE Cllydyau mpeaocTaBieHust goctyna K [IJ[H, mpu KOTOphIX
[IPUHMMAIOIIAsl CTOPOHA COBEPLIAET OJHO WJIM HECKOJbKO W3 IMEPEUYMCIEHHBIX HUXKE JEHCTBUMA:
CHUCTeMAaTH3allhi0, HAKOIUICHWe, XpaHeHWe, yTouHeHue (OOHOBJIEHUE, HW3MEHEHHE), W3BJICUCHHE,
WCIIONIb30BaHUE, Tiepeaady (pacrpocTpaHeHue, TMpeaocTaBiieHue, A0cTyn), obesnuuuBanue [1/]H.
OO0s3aTenbHBIM  ycloBUEeM joroBopa o mnepenade [I[In ans oO6paboOTKU TPETHUM JIMIIOM SIBIISIETCS
00513aHHOCTh 00ECTICUeHH S TPUHUMAIOIIEH CTOPOHOM KOH (U IeHnanbHOCTH U Oe3onacHocTH [1/{H npu nx
00paboTke, a Takxke 3amMThl oOpabarbiBaeMbix [I/[H B cooTBercTBUM ¢ DenepanbHbIM 3akoHOM «O
MEPCOHANBHBIX JAaHHBIX». B 10oroBope ycraHaBIMBaeTCsi OTBETCTBEHHOCTh NPUHHUMAIOIIEH CTOPOHBI B
cllyyae HapyueHus KoHpuIeHIMaabHOCTH IIJ[H M B MHBIX ciydyasx HECOOIIONEHUsS B3ATHIX Ha ceOs
00513aTEIbCTB.

6.5. B ciiyuae nopyuenust OITIEPATOPOM 06paboTky epcoHaIbHBIX JAHHBIX TPEThEMY JIUILY,
nepeaayda NepCoOHATbHBIX JaHHBIX OCYIIECTBIBIETCS MOCe 3akitoueHus qoroopa mexay OITTEPATOPOM
U TPETHUM JIUIIOM, C COTJIacHsl CyOBbEeKTa MEePCOHATIBHBIX JaHHBIX. /IoroBOpoM Takxke mpeycMaTpUBaIOTCS
NPUHLMIIBI U TpaBuia o0OpabOTKM TNEpPCOHANBHBIX JIAHHBIX, MPEIyCMOTPEHHbIE JEHCTBYIOIUM
3akoHoJaTenbcTBOM Poccuiickoit deaepannu, B TOM YnCIIe LETH TaKOi 00paboTKH U 00S3aHHOCTb TAKOTO
Juna coOoaTh KOH(PHUIEHIUAIbHOCTh IEPCOHANBHBIX JaHHBIX. TpeTbe JHI0, OCYIIECTBISIOLIEe
00paboTKy mnepcoHalbHBIX AaHHBIX 1Mo nopydeHuto OIIEPATOPA, He 00s3aHO mojdydaTh coryacue
CcyObeKTa MepCOHaIbHBIX JaHHBIX HAa 00pa0OTKY NEPCOHAIBHBIX JaHHBIX.

6.6. OIIEPATOP BnpaBe ocymIeCTBIISATh 00paOOTKY MEPCOHAIBHBIX JAHHBIX 10 MOPYYEHHUIO
JPYTOTro JIUIA C COTIacusi CyObeKTa NepCOHANIbHBIX JAHHBIX, €CJIM HHOE He MpeaycMoTpeHo denepanbHbiM
3aKOHOM «O NEpCOHAIbHBIX [aHHBIX», HAa OCHOBAaHUM 3aKIOYAaEMOIO C 3TUM JIMIIOM JOroBOpa.
OITEPATOP mpu 06paboTKe NMEPCOHATBHBIX JaHHBIX M0 MOPYUYEHHUIO APYTOro JIMIa 00s3aH coOo1aTh
MIPUHIUIIBI U TpaBuiia 00pabOTKH NEepCOHANBHBIX JaHHBIX, IpeycMoTpeHHble denepanbHbIM 3aKOHOM «O
MEPCOHANBHBIX JTAHHBIX).

6.7. [TepedeHb TPeThUX JIHIL, yYACTBYIOIIMX B 00pa0OTKE MepCOHATBHBIX IaHHBIX 110 TOPYYEHUIO
OITEPATOPA B cootBercTBHH ¢ 1. 6.5, yka3aH B [Ipunoxxenun Nel k nactosameit [loautuke.
6.8. [IpencraBuTenn OpraHoB TIOCYAApCTBEHHOW BJIACTU (B TOM 4YHCIE, KOHTPOJIMPYIOIIHX,

HAaA30pHBIX, NPaBOOXPAHUTCIBHBLIX, AO3HAHUA W CICACTBHA W HHBIX YIIOJIHOMOYCHHBLIX OPraHoB IIO
OCHOBAaHMSIM, TIPEIyCMOTPEHHBIM JCHCTBYIOIIMM 3aKOHOJATeNbcTBOM Poccuiickoir  ®Denepanun)
MOJTYYarOT JIOCTYI K MEePCOHAIBHBIM JaHHBIM, oOpabateiBaeMbiM OITEPATOPOM, B 00beMe U MOpsIKeE,
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YCTaHOBJICHHOM 3aKOHOJATEILCTBOM Poccuiickoi denepanuu.

7. COI'/TACHUE CYBBEKTA NIEPCOHAJIBHBIX JTAHHBIX

7.1. [Tpu HanMuuu OCHOBAHMM, YKa3aHHBIX B IyHKTax 2 - 11 wactu 1 crarbu 6 ®enepajibHOTO
3akoHa «O TMEepPCOHATBHBIX JAHHBIX», B YAaCTHOCTHU, I MPOBEICHUS UACHTU(UKAIMU BO HCIOTHEHHE
TpeboBanuit denepanpHoro 3akona ot (07.08.2001 Ne 115-®3 «O npoTUBOACHCTBUM JeTaln3aliuu
(OTMBIBaHMIO) JIOXOAOB, IMOJYYEHHBIX MPECTYNHBIM IyTeM, W (UHAHCUPOBAHUIO TEPPOPUIMAY,
OITEPATOP Bupase ocymiecTBisTh 00padbotTky [1JIH 6e3 cornacus cyObeKTa NepCOHATBHBIX JaHHBIX.

1.2 [Ipu oTCYyTCTBUM OCHOBaHUM, yKa3aHHBIX B MyHKTax 2 - 11 yactu 1 cratbu 6 @enepaibHOro
3aKkoHa «O NEpCOHAIBHBIX JAHHBIX», @ TAK)KE B MHBIX CIIy4asX, IPEAYCMOTPEHHBIX 3aKOHOIaTEIbCTBOM,
nonydyeHue u obpaborka I1/In, ocymectBusiercs OIIEPATOPOM Tonmbko C corjacusi cyObeKTa
NEPCOHATBHBIX JAHHBIX, KOTOPOE MOXKET OBITh JaHO CYOBEKTOM IEPCOHAIBHBIX [aHHBIX WM €ro
3aKOHHBIM MpEJICTaBUTENIEM B JIF000I MO3BOJISAIONIEH MOATBEPAUTh (PakT ero moiydeHus: Gopme (B ToMm
qucie, B BUJIE€ KOHKIIIOJCHTHBIX JCHCTBHI), eciu uHas (popMa MoIydeHus: corjacus He MpeaycMOTpeHa
®enepalibHbIM 3aKOHOM «O EPCOHANBHBIX JaHHBIX». PAaBHO3HAUHBIM cojiepKalieMy cCOOCTBEHHOPYUHYIO
MOJINUCh CyOBbEKTa MEPCOHAIBHBIX JAHHBIX COIVIACHIO B NMHCbMEHHON (opmMe Ha OyMa)KHOM HOCUTENE
MIPU3HAETCS corfiacke B popMe 3JIEKTPOHHOTO TOKYMEHTa, OAMUCAHHOTO AIEKTPOHHON MOJIMHUCKIO.

7.3. Cormacue Ha 00pabOTKYy TIEPCOHAIBHBIX JAHHBIX JOJDKHO OBITh KOHKPETHBIM,
UHOOPMHUPOBAHHBIM U CcO3HATENbHBIM. CyOBEKT MEpPCOHANbHBIX JAHHBIX MPUHUMAET pEIICHUE O
IIPEIOCTABIIEHUH NIEPCOHAIBHBIX JaHHBIX M Ja€T corjlacue Ha UX o0paboTKy cBOOOJHO, CBOEH BOJIEH U B
CBOEM MHTEpece, MyTeM aKILIeNTOBaHUS CIIeHUaTIN3UPOBAHHON 3JIEKTPOHHON (DOPMBI COTIACHS WM JTH000H
Apyroii (OpMBbI, TIO3BOJISIONIECH MOATBEPIUTH (PAKT €T0 MOITydSHHS.

74. CornacHo ct1. 9 @enepanbHoro 3akoHa «O TEPCOHAIBHBIX JAHHBIX», B CIydasx,
npexycMoTpeHsabiX 4.1 ¢tr.8, m.1 4.2 ¢t1.10, 4.1 ct.11, m.1 9.4 c1.12, 4.2 c1.16, 00paboTKa NEePCOHATBHBIX
JAHHBIX JIOMYCKAeTCS TOJBKO C MHCbMEHHOTO CcOrjacusi CyObeKTa NEepCOHANBHBIX MAaHHBIX WU
3aBEPEHHOT0 €ro KBAIM(HUIIMPOBAHHON AIIEKTPOHHON IMOAINMCHIO, MPHU 3TOM (hopMa TAaKOTO COTIIACHUS
JOJKHA COOTBETCTBOBATH 4.4. ¢T.9 manHoro 3akoHa. TpeGoBaHuUs K COAEPKAHUIO COTIIACUs HA 00pabOTKY
[IEPCOHANIBHBIX JIAaHHBIX, Pa3pelIEHHBIX CYOBEKTOM NEPCOHAIBHBIX JaHHBIX Ul PacHpOCTPaHEHUs,
YCTaHaBJIMBAIOTCS YIIOJTHOMOYEHHBIM OPTaHOM I10 3alllUTe MPaB CyObEKTOB NEPCOHANBHBIX JaHHBIX.

7.5. B cnydae cmept cyOBeKTa MEpCOHANbHBIX JAaHHBIX corjacue Ha oOpaboTKy ero
NEPCOHATBHBIX JIAHHBIX JAIOT HACIEAHUKHM CYOBEKTa MEPCOHANbHBIX JIAHHBIX, €CIIM TaKOE COIJIache He
OBLIIO TaHO CYOBEKTOM MEPCOHATBHBIX TAHHBIX MPHU €r0 KU3HHU.

7.6. B cnyuae HeneecrnocoOHOCTH CyOBeKTa NEPCOHANBHBIX IAHHBIX COTIacke Ha 00paboTKy ero
MEPCOHAIBHBIX JAHHBIX JIAET 3aKOHHBIN MPEJICTAaBUTENh CYOBEKTa MTEPCOHATBHBIX TAaHHBIX.
7.7. O0s13aHHOCTD MPEAOCTABUTH JI0KA3aTENBCTBO MOIYyUEHHs coracus cyobekTa Ha 00paboTKy

MEPCOHANBHBIX JAHHBIX WIH JOKA3aTeIbCTBO HAIMYUS OCHOBAHWM, YKa3aHHBIX B ILIL 3.6.2-3.6.4 myHKTa
3.6, Bo3maraercst Ha OIIEPATOPA.

7.8. Cormacue Ha o06pabotky II/IH, paspemenHbIx cyOobekToMm [IJ[H my1s pacmpocTpaHeHus,
oopmisieTcss OTIEeNBbHO OT MHBIX coryacuii cyObekTta I1/[H Ha 00paboTKy ero mepcoHalIbHBIX JaHHBIX.
OIIEPATOP o6s3an obecrieuntsh cyobekTy [1/IH BO3MOKHOCTH OINpENENHUTh MEepeueHb MePCOHAIbHBIX
JAHHBIX TIO0 KaXJOH KaTeropu IEepCOHATbHBIX [aHHBIX, YKa3aHHOM B corjacum Ha 00paboTKy
MEePCOHANBHBIX JaHHBIX, pa3peieHHbIX cyobekToM [1/]H ams pacnpocTpaneHus.

7.9. OIIEPATOP oOpaGatsiBaer I1J[H 6e3 mpaBa mepeqauyd U paclpOCTPaHEHHUs, €CIU U3
npenocraBiieHHOro cyobexToM I1/[H cornacust Ha 06pabOTKY MEPCOHANBHBIX JAHHBIX, Pa3pEIIeHHBIX IS
pacrpocTpaHeHHs, He ClieAyeT, uTo cyobekT [1/IH cornacuics ¢ pacupocTpaHeHHEM TaKuX MePCOHATbHbIX
JAaHHBIX, HE YCTAaHOBWJI 3alPEThI U YCIOBUS Ha 00pabOTKy MEPCOHANBHBIX JTaHHBIX, HE YKa3all B COTJIacHH
KaTeropuu M MepedeHb NepCOHANBHBIX JaHHBIX JUIS PACIPOCTPAHEHUS.

7.10. Momuanne wim OesneiictBue cyObekta [IJIlH HEM TpuM Kakux OOCTOSATENBCTBAX HE
pacuenuBaercs OIIEPATOPOM kak coryacue Ha 0OpabOTKy NMEpCOHANBHBIX JAaHHBIX, pa3pelIeHHbIX
CyOBEKTOM MEPCOHAIBHBIX TAHHBIX JJIS1 paCPOCTPAHEHUS.

7.11.  YcranosneHHble cyobexkToM I1/]H 3amnpeTsl Ha epenavy (KpoMe IpeoCTaBlIeHUs JOCTyMa),
a Takxe Ha 00pabOTKy WM yciaoBHs 0OpaOOTKH (KpOME MOIY4YEeHHs AOCTYIa) MEePCOHANbHBIX JAHHBIX,
paspemieHHbIX cyobekToMm IIJIH [uis pacnpocTpaHeHHs, HE paclpOCTPaHSIOTCS Ha ciiydyan oO0paboTKu
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MEPCOHANBHBIX JAHHBIX B TOCYHApCTBEHHBIX, OOIIECTBEHHBIX W MHBIX MYOJUMYHBIX HUHTEpecax,
ONpPEACIIEHHBIX 3aKOHO1aTeNbcTBOM Poccuiickon denepanni.

7.12.  OIIEPATOP mpekpamaer mnepemady (paclpoCTpaHEHHE, TMPEIOCTABICHUE, JOCTYII)
MePCOHANBHBIX JAHHBIX, pa3pEIICHHBIX cCyObekToM I1/[H st pactipocTpaneHus, mo TpeOoBaHUIO CyObEeKTa
MEPCOHANBHBIX JAHHBIX B TEUYEHHE TpeX pabodyux AHEW C MOMEHTa IOJY4YeHHUS TaKOro TpeOOBaHUS,
0 OpPMIIEHHOTO B COOTBETCTBHH ¢ HOpMamMu DenepaibHOTO 3akoHa «O TEPCOHANBHBIX JaHHBIXY.

8.IIPABA CYBBEKTA NEPCOHAJIBHBIX IAHHBIX

8.1. CyOBeKT TepCOHANbHBIX JaHHBIX HMeeT mnpaBo Ha mnoayuenne y OIIEPATOPA
nH(popManu, KacawIiehcss 00paboTKH ero MepCOHANBHBIX JAaHHBIX, €CIIM TaKOe MPaBO HE OTPAHUYCHO
JEHCTBYIOIUM 3aKOHOIaTEIbCTBOM, B OTHOILIEHUU ClIeAyIolIel HHpOpMaIUu:

e nHaumeHoBaHue u Mecto HaxoxaeHuss OIIEPATOPA nepcoHalIbHBIX TaHHBIX;
® HAaWMCHOBAaHUE M MECTOHAXOXKIICHUS JIMIA, 00pabaThIBAIOIIETO MMEPCOHATBHBIC JAHHBIE TIO
nopyuennto OIIEPATOPA nepcoHanbHBIX JaHHBIX;
1eJTb 00pa0OTKH MEPCOHATBHBIX JTAHHBIX;
nepedeHb 00padaThIBAEMBIX MTEPCOHATBHBIX TAHHBIX;
CBEJICHUS O TPAHCTPAaHUYHOMU Iepeade MepCoOHAIbHBIX TaHHBIX;
croco0bl 00pabOTKH NMEPCOHATBHBIX JAHHBIX;
CpOK 00pabOTKH U XpaHEHHS MEPCOHATBHBIX JTaHHBIX.

8.2. Ceenenus, ykazaHsble B 11.8. 1, MpeocTaBiIsiOTCS CyObhEKTY EPCOHATBHBIX JAHHBIX WIH €T0
npencraButenio OIIEPATOPOM npu nuuHoM oOpaieHu# Ju00 MpU MOJYYeHUH 3ampoca cyObekTa
MIEPCOHANBHBIX JAHHBIX WM €ro MpeJACTaBUTENsA. 3arnpoc JOJDKEH coAepkKaTb HOMEP OCHOBHOIO
JOKYMEHTA, yJOCTOBEPSIOUIET0 JIMYHOCTh CYOBEKTa MEPCOHAIbHBIX JaHHBIX WM €ro IpeicTaBUTE,
CBEJICHHUS O JaTe BbIJaul YKAa3aHHOI'O JOKYMEHTA U BbIJIABIIEM €TI0 OpraHe, CBEACHMUS, IOATBEPKAAIOIINE
y4acTHe CYObEKTa MepcoHaabHBIX NaHHBIX B oTHomeHUsx ¢ OIIEPATOPOM (nomep morosopa, aara
3aKJIFOYCHUsS JOTOBOPA, YCIOBHOE CIOBECHOE O0O3HAUCHWE W (WMJIM) WHBIC CBEICHHS), OO CBEICHUS,
MHBIM 00pa3oM moATBepkaaromue Gpakt oopadboTku nepcoHanbHbix AaHHbIX OIIEPATOPOM, noanucek
CyObeKTa MEepCOHATBHBIX JaHHBIX WM €ro MpEeACTaBUTENS. 3alpoc MOXKET ObITh HampasiieH B ¢opMme
JIEKTPOHHOTO  JIOKYMEHTa, MOJANKCAHHOIO  3JEKTPOHHOM  NOIIMUCBIO, B  COOTBETCTBHHM  C
3aKkoHOJaTenbCcTBOM Poccuiickort denepanuu.

8.3. B cayusae otkaza OIIEPATOPA B mpenocraBieHud HMHGOpPMALUU, O HAIWYUU
MIEPCOHANBHBIX JIaHHBIX O COOTBETCTBYIOLEM CYyOBEKTE MEPCOHANbHBIX JAHHBIX WU NEPCOHABHBIX
JAHHBIX CYOBEKTY MEPCOHAJIbHBIX JAHHBIX WM €ro IMPeJICTaBUTENI0, MPU UX OOpalleHuH, JUbo IMpH
MIOJIyYEHUH 3ampoca CyObeKTa NepcoHaIbHbIX JaHHbIX, WK ero npenactasutens, OIIEPATOP o6s3an nate
B NMHUCBMEHHOH (hopMe MOTHBHPOBAaHHBI OTBET, B CPOK, HE MPEBBIIAIOIIMN TPUALATH THEH cO JTHS
oOpariieHusi cCyObeKTa MepCoOHaIbHBIX JAHHBIX MJIU €0 MPEeICTaBUTENs, MO0 ¢ JaThl MOITYYEHHS 3ampoca
CyObeKTa MEePCOHAIBHBIX TaHHBIX WM €r0 MPeICTaBUTENs.

8.4. CyObekT mnepcoHanbHbIX JaHHbIX BrpaBe TpeboBath oT OIIEPATOPA yrouHeHus ero
NEPCOHAIBHBIX JIAaHHBIX, UX OJOKHPOBAHUS WIM YHHUUTOXKEHHs B Clydyae, €cli MEepCOHaJbHbIC JTaHHbIE
SIBJIAIOTCSL HETOJIHBIMM, YCTApEBIIMMM, HETOYHBIMU, HE3aKOHHO TIIOJYYEHHBIMH WM HE SBISIOTCS
HEOO0XOAUMBIMU /1711 3asIBIICHHOH 11e7T 00pabOTKH.

8.5. Eciu cyObekT nepcoHanmbHBIX AaHHBIX cuuTaeT, 4yto OIIEPATOP, oOpabateiBas ero
NepCOHAJbHbBIC JIaHHBIE, HapylIaeT TpeboBaHus denepasbHOrO 3aKOHOAATENLCTBA MM MHBIM 00pa3oM
HapyllaeT ero npasa U CBOOObI, CYObEKT MEPCOHAIbHBIX JaHHBIX BIIpaBe 00’KanoBaTh JAECUCTBUSA WIH
6e3neiictBue OIIEPATOPA B YHOJIHOMOYEHHOM OpraHe IO 3alluTe MpaB CyOBEKTOB MEPCOHAIBHBIX
JAHHBIX UK B CyZ€OHOM MOpPSAKE.

9. ITIPABA U OBSI3AHHOCTHU OIIEPATOPA

9.1. B cityyae BbIsiBIEHHS HEPAaBOMEPHOI 00pabOTKH NMEPCOHATIBHBIX TaHHBIX MpU 00palieHun
CyObeKTa MEepCOHAJBHBIX JAHHBIX WM €ro MpeaCTaBUTelNs, JH0O0 MO 3ampocy CyObeKTa MepCOHAIbHBIX
JaHHBIX WJIM €ro MpeJacTaBUTelNsd, 00 YIMOJIHOMOYEHHOTO OpraHa IO 3alluTe IpaB CyObEKTOB
nepcoHaNbHBIX  MaHHBIX, OIIEPATOP o00s13aH  ocymiecTBUTH  OJOKMpPOBAHHWE  HEMPaABOMEPHO

o0OpabaTheIBa€MbIX MEPCOHATIBHBIX JAHHBIX, OTHOCSIIUXCS K ’TOMY CYObEKTY NE€PCOHAIBHBIX JaHHBIX, TN
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obecrieunTh uX 0J0KHUpOBaHKE (€Cu 00pad0oTKa MEPCOHABHBIX TAHHBIX OCYIIECTBIISETCS APYTHUM JIUIIOM,
neiictBytonum o nopydenuto OIIEPATOPA) ¢ MoMmeHTa Takoro oOpalieHusI WK MOTYYeHHs YKa3aHHOTO
3arpoca Ha IEPUOJ TPOBEPKH.

9.2. B cnydae BbISIBIGHHS HETOYHBIX IEPCOHAIBHBIX JAHHBIX MpH OOpameHuu CyObeKTa
NEePCOHAIbHBIX JAHHBIX WU €ro MpeiCTaBUTENs JUOO0 10 UX 3allpOCy WIIK 110 3alpoCcy YIOJIHOMOYEHHOTO
OpraHa Mo 3aluTe NpaB CcyObekTOB mepcoHanbHBIX HaHHBIX OIIEPATOP o00s3aH oCymecTBUTH
OJIOKMpPOBAHUE MEPCOHATBHBIX JaHHBIX, OTHOCSIIUXCS K 3TOMY CYOBEKTYy NEpCOHAIbHBIX JAaHHBIX, WIIH
obecrieunTh X OJ0KHpOBaHUE (ecau 00padoTKa NEPCOHATBHBIX TaHHBIX OCYIIECTBISCTCS APYTUM JTUIIOM,
nerictytonuM o nopydenuro OITEPATOPA) ¢ MoMeHTa Takoro oOpalieH s WiIu MOJTyYeHHUs YKa3aHHOTO
3ampoca Ha TMEpUoJl MPOBEPKH, eciu OJOKMPOBAaHHE IMEPCOHANBHBIX JAHHBIX HE HapyIIaeT MpaBa H
3aKOHHBIE MHTEPEChl CyObEKTa IIEPCOHANBHBIX IaHHBIX UM TPETHUX JIMLL.

9.3. B cnydae moarBepxaeHust ¢dakta HETOYHOCTH mepcoHanbHBIX MaHHBIX OIIEPATOP Ha
OCHOBAHUU CBEJECHUH, MPEJCTABICHHBIX CYOBEKTOM MEPCOHAIBHBIX JAHHBIX WIM €ro MpeACTaBUTEIEM,
100 YIMOJTHOMOYEHHBIM OpPraHOM IO 3allUTe NpaB CyOBEKTOB IMEPCOHAIBHBIX IAHHBIX, WJIM WHBIX
HEOOXO/AUMBIX IOKyMEHTOB, - 00s3aH YTOUHUTh IIEPCOHANIbHBIE JaHHbIE, TU00 00eCIeUnTh UX YTOUHEHUE
(ecr 00pabOTKa MEPCOHANBHBIX JAHHBIX OCYHIECTBISIETCS IPYTHM JIUIIOM, IEHCTBYIOIINM I10 TOPYYSHHIO
OIIEPATOPA) B TeueHue cemMu pabOYMX JHEH CO JHS TPEACTABJICHHS TAKUX CBEICHUM W CHSATh
OJIOKMPOBAHUE MIEPCOHABHBIX TAHHBIX.

9.4. VYcinoBueM mnpekpaiieHuss 0oO0paOOTKM MEepPCOHAIBHBIX SBJSETCA JOCTH)KEHUE Iieliei
00pabOTKM MEPCOHATBHBIX JTAHHBIX, HCTEYEHUE CPOKa JEHCTBHS COTJIACHs, OT3bIB COTJacHusi CyOBeKTa
NEPCOHAJbHBIX [JaHHBIX Ha OOpa0OTKYy €ro IepCOHAIbHBIX JAaHHBIX, BBISBICHUE HENPaBOMEPHOIl
00pabOTKH EPCOHABHBIX JaHHBIX.

9.5. B cinyyae BbIABIEHUS ~ HENpaBOMEpHOW  OOpaOOTKM  NEPCOHAIBHBIX  JIAHHBIX,
ocymectBiasiemoir OIIEPATOPOM wunu nunom, aedctBytomuMm 1o nopydeHuto OIIEPATOPA,
OIIEPATOP B cpok, He MpeBbIIAIOLINNA TpeX padouux JAHEH ¢ AaThl 3TOT0 BBIABICHUS, 00s3aH IPEKPATUTh
HETMPAaBOMEPHYIO0 00pabOTKy MEpPCOHANBHBIX JAHHBIX HJIM 00ECHEeYnTh MpEeKpalleHHue HEMmpaBOMEPHOM
00pabOTKH MEepCOHANBHBIX JAHHBIX JHUIIOM, JeicTByromuM 1o nopydenutro OIIEPATOPA.

9.6. B cnyuae eciu obecnieuuTh IPABOMEPHOCTh OOpPaOOTKM MNEPCOHAIBHBIX JaHHBIX
HeBo3MOkHO, OIIEPATOP B cpok, He mpeBbIIAOIIMN JecsaTh pabouux AHEH ¢ JaThl BbISBIECHUS
HENpaBOMEpPHON 00pabOTKHU MEPCOHATBHBIX JAaHHBIX, 00A3aH YHUUYTOKUThH TaKHe MEPCOHAIbHbIE TaHHBIE
wii o0ecnieunTh UX yHHUTOXeHHe. OO0 yCTpaHEeHHM JOMYILIEHHbIX HapyIIeHWH WM 00 YHUYTOKEHUH
nepcoHanbHbIX JaHHBIX OIIEPATOP o006s3aH yBenOMUTH CyOBbEKTa MEPCOHANBHBIX JAHHBIX WM €ro
IIPEJCTaBUTENIA, a B ClIydae, €clii oOpalieHre cyObeKTa MepcoOHaNbHBIX JAHHBIX WM €ro MPeICTaBUTENs]
100 3ampoc YMOJHOMOYEHHOI'O OpraHa IO 3allUTe MpaB CyObEKTOB MEPCOHAIBHBIX JaHHBIX ObUIM
HampaBJIeHbl YIOJIHOMOYEHHBIM OPraHOM IO 3alllUTe MpaB CyObEKTOB NEPCOHANBHBIX JAHHBIX, TAKXKe
YBEJOMUTH YKa3aHHBIN OpraH.

9.7. B cinyuae noctmxenus nenu o6paboTku mepcoHanbHbIX AaHHBIX OIIEPATOP 006s3an
MPEKpPaTUTh O00pabOTKY MEpPCOHANbHBIX JAHHBIX WM OOECHEeuuTh €€ MpekpalleHue (eciau odpadboTka
NEPCOHATBHBIX JIAHHBIX OCYIIECTBIISAETCS APYTUM JIMLOM, NEHCTBYIOIIMM IO MOPYYEHHUIO Oleparopa) U
YHUUTOXKUTh NEPCOHATIbHBIE JaHHBIE UM 00ECIEeUNUTh UX YHUUYTOXKEHUE (ecau o0paboTKa MepcoHalbHbBIX
JAHHBIX OCYILIECTBISETCS JPYTMM JIMLIOM, JEHCTBYIOIIMM IO MOPYYEHHMIO oOmepaTopa) B CpPOK, He
MPEBBIIAOIINMI TPUALATH THEN C JaThl JOCTHXKEHUS LIEIH 00pabOTKU MEePCOHANBHBIX JaHHBIX, €CIIM HHOE
HE IPELyCMOTPEHO 3aKOHOaTeNbcTBOM Poccuiickoii Penepanuu Wi JOrOBOPOM, CTOPOHOM KOTOPOTO,
BBIFOJIONIPHOOpETaTEIeM WK IOPYUHUTENIEM IO KOTOPOMY SIBIISETCS CYOBEKT EPCOHANBHBIX JaHHBIX.

9.8. OITEPATOP umeer npaBo 00pabaTsiBaTh NEPCOHANIbHBIE JaHHBIE CYObEKTa MEPCOHATbHBIX
JaHHBIX 0€3 ero coriacus, ecii 3Ta 00paboTka He0OX0oAUMA IS JOCTHKEHUS LIeel, IPEeayCMOTPEHHBIX
MEXIyHapoAHBIM JoroBopoM Poccuiickoin @enepannu ninu Bo3noxkeHa Ha OIIEPATOPA 3axkonom, nin
00paboTKa MEepPCOHATBHBIX JAHHBIX HEOOXOIMMA Ul MCIOJHEHHUS JOTOBOpPA, CTOPOHONH KOTOPOro Jubo
BBITOIONIPHOOpETATENIEM WM MOPYYUTENEM MO KOTOPOMY SIBISIETCS CYOBEKT NMEPCOHAIBbHBIX JTaHHBIX, B
ToM umcne B ciaydyae peanusanun OIIEPATOPOM cBoero mpaBa Ha ycTynKy mpaB (TpeOoBaHMif) 1o
TaKOMYy JIOTOBOPY, a TaKKe JUIsl 3aKIJIF0OUEHHS JOTOBOPaA 110 MHUIIMATHBE CyObEeKTa MePCOHAIBHBIX JaHHBIX
WIN JIOTOBOPA, 10 KOTOPOMY CYOBEKT MEpPCOHANBHBIX JaHHBIX OyJET SBISATHCS BBITOAONpPUOOpETaTeNeM
WM IOPYYUTETEM.

9.9. OITIEPATOP umeeT npaBo IpeaoCTaBisATh NEPCOHANBHbBIE JaHHBIE TPETHUM JIMIAM, €CIH
3TO TPEAYCMOTPEHO NEUCTBYIOIIMM 3aKOHOJATEILCTBOM Poccuiickoit deaepanmu (IpaBOOXpPaHUTEIb-
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HbIE, HAJIOTOBBIE OPTaHbl U Jp.), @ TAK)KE CBA3AHO C MCIOJIHEHHEM JOTOBOpa, CTOPOHOM KOTOPOTO JIMOO
BBITOIONIPHOOPETATENIEM WM MOPYIUTEIIEM 110 KOTOPOMY SIBIISIETCSI CYOBEKT MEPCOHATBHBIX TAHHBIX.

9.10. OIIEPATOP ocBoboxmaeTcsi OT OOsS3aHHOCTH MPEIOCTABUTHh CYOBEKTY MEPCOHAIBHBIX
JTaHHBIX WH(POPMAIMIO, KACAIIIYIOCS O00paOOTKH ero MepCOHaIbHBIX TAaHHBIX, YKa3aHHYIO B 4acTH 3
cratbu 18 denepanbHoro 3akoHa "O mepcOHANBHBIX JAaHHBIX', B COOTBETCTBUHU C 4acThio 4 ctaThu 18
®enepanpHOro 3akoHa "O nepcoHaNbHbIX JaHHbBIX'.

9.11. B cnyuae oOpamenus cyobekTa mnepcoHanbHbIX naHHbIX, OIIEPATOP 006s3an
MPEIOCTABIIATh 3aNPANINBAEMYI0 CYOBEKTOM TIEPCOHAIBHBIX JAaHHBIX HWH(OPMAIMIO, KaCAIOIIYIOCS
00pabOTKHU ero nepcoHajIbHBIX JAaHHBIX, TOJIBKO MOCJE MOATBEPKICHUS €ro JMYHOCTH WM COOTBETCTBUSA
3ampoca TpPeOOBaHUSAM JIEHCTBYIOIIETO 3aKOHOJATENICTBA, B TOM 4YHCIIC HAMPABICHHOTO B BUJC
AIEKTPOHHOTO JOKYMEHTA.

9.12. B cmydae o13bIBa coriacus CyObekTOM mepcoHanbHbIX gaHHbIX OIIEPATOP, B
COOTBETCTBUU C MYHKTOM 2 cTatbu 9 @DenepanpbHoro 3akoHa "O mnepcoHaNbHBIX JIaHHBIX', BIpaBe
MIPOJIOJKUTH 00pabOTKY NEPCOHANBHBIX JaHHBIX (0€3 coriacusi CyObeKTa MepCOHANBHBIX JTAaHHBIX), €CITH
3Ta 00pabOTKa BEJACTCS B COOTBETCTBUU C I1. 2 yacTu 1 cTaThu 6 1 1. 5 yactu 1 crarbu 6 denepaibHOTO
3akoHa "O nepcoHaIbHBIX JAHHBIX", B YAaCTHOCTH, JUIsl MPOBEACHUS HUJIEHTU(PUKALUU BO HCIOJHEHHE
TpeboBanuii denepanpHoro 3akona oT 07.08.2001 Ne 115-®3 «O npoTHBOACHCTBUM JIETATU3AMH
(OTMBIBaHMIO) 10XOJI0B, TIOJYYCHHBIX IPECTYITHBIM yTeM, U (PUHAHCUPOBAHHUIO TEPPOPHUIMA.

9.13. OIIEPATOP 006s13aH HeMeUIEHHO MPEKPaTUTh MO0 TPeOOBaHHUIO CyOBEKTa MepPCOHATBHBIX
JTAHHBIX 00pabOTKY €ro MEepCOHANBHBIX JAHHBIX, €CIM WHOE HE MPEAYCMOTPEHO 3aKOHOAATEIHCTBOM
Poccuiickoit @eneparuu.

9.14. B ciyyae mosydeHUs MEPCOHAIBHBIX JTAHHBIX HE OT CyOBEKTa MEPCOHATBHBIX JAaHHBIX
OIIEPATOP, 3a wuCKIIOYEHHEM CIy4daeB, NPELYCMOTPEHHBIX 3aKOHOJATEIbCTBOM Poccuiickoi
@enepanun, 10 Hadasa oOpabOTKM TAaKMX IEPCOHAIBHBIX JAaHHBIX O00S3aH IPEIOCTAaBUTHh CYOBEKTY
MEPCOHANBHBIX JaHHBIX CIEAYIONIYI0 HH(DOPMALIHIO:

HaMEHOBaHMe MO0 dammius, umsi, otaecTBo U agpec OITEPATOPA wunm ero npeacraBuTens;

11eJTh 00pa0OTKH MePCOHATBHBIX JJAHHBIX M €€ TIPABOBOE OCHOBAHWC;

MpeArnoaraeMbI€ MOJIb30BaTEN EPCOHATBHBIX JIAHHBIX;

ycTaHoBIeHHBbIE DeiepanbHbIM 3aKOHOM «O MepCOHANBHBIX TAHHBIX) MPaBa CyObEeKTa MEPCOHATBLHBIX
JTAaHHBIX;

® JCTOYHHUK MOJYyYEHHUS MEPCOHATbHBIX JaHHBIX.

10. KOHOUJIEHIMAJIBHOCTD ITIEPCOHAJIBHBIX JTAHHbBIX

10.1. OIIEPATOP 00s3aH He pacKpbhIBaTh TPETHUM JIMIIAM U HE PACIIPOCTPAHATH MEPCOHATBHBIE
JaHHble 0e3 coryiacusi CyObeKTa NepCOHANbHBIX JaHHBIX, €CIM MHOE He MperycMoTpeHo DenepaibHbIM
3aKOHOM «O NEePCOHAIBHBIX JaHHBIX).

10.2. IIpu cOope mnepcoHaNbHBIX JAHHBIX, B TOM YHCJIE IOCPEICTBOM HH(OPMAIIMOHHO-
tenekomMmyHukannonHo cetu "Wnrtepner", OIIEPATOP o6ecneunBaer 3amuch, CHUCTEMATHU3AlMIO,
HaKOIJICHUE, XpaHEeHUe, yTouHeHHe (OOHOBJIEHHE, U3MEHEHHUE), U3BJICUCHHE MEPCOHATIBHBIX JaHHBIX C
HCII0JIb30BaHNEM 0a3 JTaHHBIX, HaXOAAIMXCs Ha Tepputopun Poccuiickoit denepannu, 3a UCKIOYEHHEM
CllyyaeB, YKa3aHHBIX B MyHKTax 2, 3, 3.1, 4, 8 vactu 1 crateu 6 denepanbHOro 3akoHa «O MepCOHAIBHBIX
JTAHHBIX.
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11. CBEJAEHUA O PEAJIM3YEMBIX TPEBOBAHUAX
K 3AINIUTE HEPCOHAJIBHBIX TAHHBIX

11.1. OOO PHKO «Enunas kacca» mnpu oOpaOOTKE NEPCOHAIBHBIX JJaHHBIX MPUHUMAET
He0oOXO0IMMBbIE TIPABOBbIC, OPraHU3AIIMOHHBIE M TEXHUYECKHUE MEPhI WIIK O0ECIeUnBaeT UX MPUHATHE AJIs
3alUThl MEPCOHATBHBIX JAHHBIX OT HEMPABOMEPHOIO WJIM CIy4YailHOro JOCTYIa K HUM, YHHUYTOKECHHUS,
U3MEHEHHUS, OJIOKMPOBAHMSI, KOIMHUPOBAHMS, IMPEAOCTABICHUSA, PACIPOCTPAHEHHUS, a TaKXKe OT HHBIX
HEIPABOMEPHBIX JIEHCTBUIN B OTHOIIECHNUHU NEPCOHAIBHBIX JaHHbIX.

11.2. Mepbl 1mo obecrneueHUI0 0€30MaCHOCTH TEPCOHANBHBIX JAaHHBIX TPU HX 0O0paboTKe,
npumensiemsie OIIEPATOPOM, miaHupyloTCst U peaqu3yloTCs B LEISIX OOECIEYEHHsT COOTBETCTBUS
TpeOOBaHUsAM, yCTaHOBJICHHbIM cratheil 19 demepanmpHoro 3akoHa «O TNEpCOHANBHBIX NAaHHBIX». B
cooTBeTCTBUM co cTarbeil 18.1 denepanpHoro 3akoHa «O mnepcoHanbHbIX AaHHbIX» OIIEPATOP
CaMOCTOSITEJILHO OIPENENSIET COCTaB U NEPEUEHb MEP, HEOOXOAUMBIX U JOCTATOUHBIX AJIs 00ecreueHus
BBITIOJTHEHUS TPEOOBaHUI 3aKOHOIATEIbCTRA.

B OO0 PHKO «Enunas kacca» NpUMEHSAIOTCA MPABOBBIE, OPTaHU3AIMOHHBIE U TEXHUYECKUE MEPBI
mo obecreuenuto Oe3omacHoctu [IJ[H B cooTBercTBUM co cratheit 19 ®DenmepanpHoro 3akona «O
MEepCOHANIbHBIX JaHHBIX». Ha mMomeHT yTrBepkiaenusi Hactosimed [lomutuku, B OOO PHKO «Enunas
Kacca», B YaCTHOCTH, PUHSTHI CIEIYIOIINE MEPHI:

11.2.1. B muensax oOecrieuyeHuss OE€30MACHOCTH IEPCOHANBHBIX JIAHHBIX TPH HX 00paboTKe
npousBeneHa arrecrauus VMCII[IH ¢ ycTaHOBIIEHHEM aKTyallbHBIX Yrpo3 O€30MacCHOCTH IMEPCOHAIbHBIX
JAHHBIX U ONPEEIIEHUEM HEOOXOAMMOI0 YPOBHS 3aIMILEHHOCTH EPCOHANIBHBIX JaHHbIX.

11.2.2. ObecneunBaeTcs BHYTPEHHEH KOHTPOJIb U (MJIM) BHEIIHHUIA ayIUT COOTBETCTBUSI 00pabOTKH
MepCOHANbHBIX AaHHBIX DenepanbHoMy 3aKoHY «O MepCOHATBHBIX JAHHBIX) U MPUHSATHIM B COOTBETCTBUH
C HAM HOPMAaTHUBHO-TIPAaBOBBIM aKTaM, TPEOOBAaHUSAM K 3allUTE MEPCOHATBHBIX HAHHBIX, IMOJUTHKE
OIIEPATOPA B oTHOmeHHMH OOpPaOOTKHM NEPCOHAIBHBIX [AaHHBIX, BHYTPEHHHUM HOPMATHBHBIM
nokymentam OITEPATOPA u mexxaynaponnomy cranaapty 6ezonacnoctu PCl DSS.

11.2.3. Jlnsa obecnieueHus 6€30MaCHOCTH MEPCOHAIBHBIX IAHHBIX MPU UX 00pabOTKe MPUMEHSIFOTCS
OpTaHU3aIOHHBIC ¥ TEXHUYECKHE MEPHI 3alIUTHI, HEOOXOAUMBIE IJIs1 BBITOJTHEHHUS TPEOOBAHUH K 3aIUTe
NEPCOHAJBHBIX JIAaHHBIX B COOTBETCTBHMU C YCTAHOBJIEHHBIM YPOBHEM MX 3alllUIIEHHOCTH, BKJIIOYas
MIPUMEHEHHUE CPEJCTB 3alUThl MHPOPMAIMK, MPOLIEIIINX MPOLUEAYPY OLIEHKH COOTBETCTBHUSA, a TAKKe
MepBbI, MPEAYCMOTPEHHBIE MEXIYHApOJHBIM cTaHaapToM Oe3omacHocTH Payment Card Industry Data
Security Standard (PCI DSS).

11.2.4. ]lng opraHu3anyu 3alUThl IEPCOHAIBHBIX JAHHBIX U B3aUMOJICHCTBHS C Y TOTHOMOUYEHHBIM
OpraHOM I10 3aIUTe TPaB CyOheKTOB NepcoHaNbHBIX TaHHBIX OTIEPATOPOM Ha3HadeHO OTBETCTBEHHOE
JIMIIO 3@ OpraHu3anuio 00paboTKH MEePCOHATBHBIX JAHHBIX.

11.2.5. CocraBnena mozenb yrpo3 6e3omacHocty 110 mpu ux oOpaboTke.

11.2.6. Pa3paboTaHbl U BHEAPEHBI JIOKaJIbHBIE HOPMATUBHBIE aKThI M0 Borpocam obpabotku I1/1H.

11.3. 3amuTa OT HECAHKIIMOHUPOBAHHOTO JOCTYIA K MEPCOHAIBHBIM JaHHBIM 00ECIICUHBACTCS
CpeACTBaMHU OXPAaHHOW CUTHAU3aIMM, KOHTPOJIS JOCTYIa, BUACOHAOIIOIEHUS, XPAaHEHUS U pa3MeIleHUs
MaTepUaIbHbIX HOCUTENIEH NEPCOHAIBHBIX JaHHBIX B CIIELUAIN3UPOBAHHBIX XpaHMINIIAX.

11.4. PaGornuku OIIEPATOPA, nonymeHHble K paboTe ¢ MEpCOHATbHBIMU JaHHBIMU,
MOJINKCHIBAIOT 00S3aTENIbCTBO O HEpas3rjallleHnd KOH(UIEHIUANIbHON HMH(OpPMAlUU U HECYT JUYHYIO
OTBETCTBEHHOCTh B Cllyyae HapylIeHUs peXuMa KOH(PUICHIMATbHOCTH, B COOTBETCTBUU C
3aKoHOJaTenbcTBOM Poccuiickoit deneparumn.

11.,5. 3amuTa nepcoHANbHBIX JaHHBIX 00ECTIEYMBAETCS HA BCEX ATAmmax UX 0OpabOTKHU U BO BCeX
pexuMax (YHKIIMOHUPOBAHUS WH(OPMALMOHHOW CUCTEMBbl NEPCOHAIBHBIX JaHHBIX, B TOM YHUCIE MpPH
MIPOBE/ICHUU PEMOHTHBIX U PErJaMeHTHBIX padoT.

11.6. IIpouemypa ordopa kaapoB u BbiOOpa KoHTpareHTOB OITEPATOPA mnpenycmarpuBaer
no00p MepcoHasia ¢ HEOOXOAUMBIM OMBITOM PaOOTHI M (UJIHM) KBaJU(UKAIMEH, YTO B COUYETAHUU C UX
MOTHBAIIMEH MO3BOJISET UCKIIOUNUTh WIM MUHUMU3HPOBATh BO3MOKHOCTh HapyLIECHHUs] UM 0€3011acHOCTH
NEPCOHATBHBIX JAHHBIX; MHUHUMM3HPOBATH BEPOSATHOCTh BO3HUKHOBEHHUS YIrpo3bl 0€30MacHOCTH
MEPCOHANBHBIX JaHHBIX, HCTOYHUK KOTOPOM CBsI3aH C YeIOBEYECKUM (aKTOpOM, a Takke oOecrednBaeT
nojyyeHue HauOomee nosHo mHpopmanuu o koHTpareHTtax OIIEPATOPA, no 3akirodeHus ¢ HUMHU
JIOTOBOPOB.

11.7. B nononnenue k TpedoBanusmM deaepanpHoro 3akoHa «O nepcoHambHbIX JaHHBIX» PHKO
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Bepcus 4.0 ITonutuka 06padotku nepcoHanbHbix qaHHbix OO0 PHKO «Enunas kacca»

PYKOBOJICTBYETCSI TPEOOBAaHUSMHU W PEKOMEHIAIUSMU JEHCTBYIONIETO 3aKOHOJATeIhCcTBa Poccuiickoii

®enepanuu, banka Poccuu, npyrux perynu IUX OpPTaHU3alMi, a TaKXe JIYUYIIMMUA POCCUUCKUMU U
b b y b }]‘LI

MEXIyHAPOAHBIMH MPAKTUKAMH.

12.  NOPAAOK YHUUYTOXEHUS IEPCOHAJIBHBIX JTAHHBIX

12.1. VHHWYTOXEHHE TEPCOHAIBHBIX TaHHBIX OCYIIECTBISICTCS KOMHUCCHUEH JHMOO TOJKHOCTHBIM
muiom PHKO, coznannoi (ynoJlHOMO4YeHHBIM) Ha ocHOBaHMHM Tipukasa [Ipencenarens [Ipasnenns PHKO.
B mpukaze ykas3plBaeTCsl COCTaB, LENb CO3JaHUA KOMHUCCHM, (YHKIHMH, CPOKH €€ paboThl, Kakue
MepPCOHANIbHBIE JIaHHbIE W HA KaKUX HOCUTENSAX (OyMa)KHBIX, SJICKTPOHHBIX) MOAJIEKAT YHHUUTOKEHUIO,
CHOCOOBI YHUYTOKCHHSI IEPCOHATBHBIX JTaHHBIX Ha OyMa)KHBIX HOCHTENSX (3JIEKTPOHHBIX HOCHUTENCH) U
Ipyrue HeoOXOIMMbIE CBEICHUSI.

12.2. Komuccus (I0JDKHOCTHOE JIUIIO) TOJDKHA OMPEACITUTh U COCTABUTh MEPeUeHb JOKYMEHTOB,
MOJICKALUX YHUUTOKEHHUIO, COTJIACHO YCTAaHOBJIEHHBIM 3aKOHOAATEILCTBOM CPOKaM

12.3.  CnocobaMu YHUYTOXXCHHS TIEPCOHAIBHBIX JAHHBIX, OMPEICISICMBIMU H YTBEPIKIaeMbIMH
OIIEPATOPOM, moryT OBITh:

s OyMaXHBIX HOCHTENICH MEepCOHAJIBHBIX JAaHHBIX - pa3pe3aHue, ruapooOpadoTKa, CKHUTaHHE,
MeXaHH4YeCKoe yHHUYTOKeHue. Hanpumep, mpomyck JOKYMEHTOB 4epes3 IIpeaep, UMEIOUIN S5-10 Ui 6-10
CTENEHb U3MEJIbUCHHUS;

JUIS DJIEKTPOHHBIX HOCHTENEH - CTHpaHWE Ha YCTPOMCTBE TapaHTUPOBAHHOTO YHHYTOXKEHUS
nH(popManuu, GU3NIECKOEC YHHUTOKEHNE MUKPOCXEM JIUCKA U T.II.

12.4. HenocpeACTBEHHOE YHMUTOXKEHHE IMEPCOHATbHBIX JAHHBIX Ha JIOKYMEHTax (HOCHUTEISX)
OCYIIECTBJISIETCS 0€3 BO3MOXKHOCTH WX BOCCTAaHOBJICHHS. DAKT YHUUYTOKEHHS MEPCOHAIBHBIX JTaHHBIX
opopmiisieTcs aKTOM O TMpeKpalleHUud OOpadOTKU TEpPCOHANIbHBIX JIaHHBIX, YTBEP>KIAaeMBbIM
[Ipencenarenem IlpaBnenus PHKO.

13. SAK/IIOYUTEJIBHBIE ITOJIOXKEHUA

13.1. Hacrosimas Ilonmutuka sBrnsercs BHyTpeHHUM nokymeHToM OIIEPATOPA, sBnsercs

O0IIE0CTYTHON M MOAJNIEKUT pa3MmelieHnio Ha opunmansHoM caiite OIIEPATOPA.

13.2. B mensx uapopmarmonHoro odecneuenust y OIIEPATOPA co3garorcst o0mienocTymnaele
UCTOYHHUKH TIE€PCOHANBHBIX JIaHHBIX €ro pabOTHUKOB - KOHTAKTHBIE JaHHbIE OTBETCTBEHHBIX JIMII,
TeIeQOHHBII CIPaBOYHUK, aPECHbIE KHUTH.

13.3.  Koutposs ucnonHenus tpedboBanuii Hactosmeil [TomuTuku ocymecTsisercss pabOTHUKOM
OITEPATOPA, HazHaueHHBIM OTBETCTBEHHBIM 3a OpraHHU3alUI0 0OpaOOTKU MEPCOHAJIbHBIX JAHHBIX B
PHKO (11.11.2.4).

13.4.  Hacrosmias [TonuTrka moanexxuT MepruoInIeckoMy, He peske OTHOTO pasa B I'oJl, KOHTPOJIO
COOTBETCTBHS MPUMEHAEMBIM TEXHOJIOTUAM 00pabOTKU MHPOPMALUH, AEHCTBYIOLIEMY 3aKOHOAATEIbCTBY
Poccuiickoit ®epepanuu.
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MHPUJTOKEHHUE Nel

IlepeyeHb TPeTHUX JIMII, YYACTBYIOIIUX B 00pad0oTKe NMEePCOHAJIBLHBIX JAHHBIX 10 MopyYeHuo Oneparopa

Haumenosanue opcanuzayuu

Cybvexmut II/[n

Llens obpabomku

- Coop u ucnonvzosarnue I1/]n 0 nposedenus udenmugurayuu, 60 UCNOIHeHUe MPedosanull

000 «Cepsuc Iniocy - usuueckue auYa - NOIL3OBAMENU CEPBUCO8 @eodepanvrozo 3akona om 07.08.2001 Ne 115-D3 «O npomugodeiicmsuu ne2anuzayuu
(VIHH 5612081277) 00O PHKO «Eodunas xaccay (ommbleanuo) 00X0008, NOAYYEHHLIX NPECMYNHbIM Nymem, U  QUHAHCUPOBAHUIO
MeppopusMan,;
-Ucnonvsosanue I1/Jn 01 ocywecmsneHuss mexHu4eckou 1 KOHCYTbMAayUuOHHOU NOOOEPHCKU
Knuenmos, nymem cosepuienus u obpabomru 6x005uux / Ucxo0sumux meieQOHHbIX 360HKO8,
Cco0bWenull @ Meccenodicepax u KOpnopamueHol noume.
Hcnonvsosanue I1[{n 0na npedocmasienus auynoz2o xadbunema / nepcoHUPUYUpOBAHHO20
AO «Hugpopmayuonno- - pusuneckue auya - NOILI06AMENU CEPEUCOS NEKMPOHHO20 CPEOCMBA NAAMENHCA 80 UCHONHEHUe 0053AMeNbCmE 8 PAMKAX 3AKTI0UYEeHHO20 C
nPOUECCUH206bLI UCHMP) 000 PHKO «Eounas kacca» cybveKkmom 002060pa 0 nepegooe 31eKMPOHHLIX OEHENCHBIX CPEOCHB.
(VHH 7715597540)

000 «Donoosas Komnanus
«Cucmema»
(MHH 5610085075)

- pabomuuxu PHKO

Hcnonvsosanue I1/[H 6 yensax opeanuzayuu u gedenus kaoposozo deronpoussoocmea PHKO
U COCMAGIEeHUs. COOMBEMCMBYIoOuell OMm4emHoCmu.




