MPOTOKOJI HH®OPMAIIMOHHO - TEXHUYECKOI'O B3AMMOJIENCTBUSI

Jlns oOMeHa 3JIeKTPOHHBIMU JOKyMeHTaMH, CTOpOHBI UCHOJB3YIOT KpHUNTOrpaduyeckue
cpencTBa, mpusHaHHble 00enMu CTOPOHAMM JTOCTATOYHBIMH i oOecrieueHus: 0€30MacHOCTH
nepeaBaeMbIX JaHHBIX, a TAK)KE OJHO3HAYHO WIACHTUPUIMPYIOMUX nepeaaronyo CTopoHy.

00O PHKO «EnuHas xacca» BIpaBe B OJHOCTOPOHHEM IOPSIKE BHOCUTH M3MEHEHHUS B
IPOTOKOJI WH(POPMAIMOHHO - TEXHUYECKOT'O B3aWMOJICHCTBUSA IMyTeM MyOJIMKALUU €ro HOBOM
pelaKiy Ha caiiTe: Www.enuHaskacca.pd/mpoTokobl/

W3menenus BcrynaroT B cuiry depe3 5 (Ilsath) pabouux mHel ¢ MOMEHTa ONMyOJIMKOBAHMS,
€CIIM MHOH MOPSAJIOK BCTYIUICHUS B CHITY HE ONPE/IEIICH JOMOTHUTEIBHO MPH €r0 MyOTUKAIIH.

1. TEPMUHBI 1 ONPEJAEJIEHUSA

1.1.  DJeKTpPOHHBI J0KyMeHTO00OpoT (mamee Ttakxke - DJI0O) — 0OMEH 3JIEKTPOHHBIMU
JIOKYMEHTaMH, MEXKIy Y YaCTHUKAMU B3aUMOJICUCTBHS, TP KOTOPOM JTOKYMEHTHI TIEPEeIatoTCs B
3JIEKTPOHHOM BH/IE C MTOMOIIBI0 HH(OPMALIMOHHO-KOMMYHUKAIIMOHHBIX TEXHOJIOTUH.

1.2,  DJeKTpoHHBI NOKyMeHT (manee Ttawke - DJ]) — mHbOpmanus, mpeiacTaBIcHHAs B
AIEKTPOHHOU (hopMe, B COOTBETCTBHE C (OPMATOM U CIIOCOOOM, OMPECNIEHHBIM B OMHCAHHUU
TEXHUYECKON MHTETPaLIUH.

1.3.  DuiekTpoHHasi moanmuch (manee Taxke - DII) — uHpOpMaIKs B 3JIEKTPOHHOH (opme,
KOTOpasi TPHCOSAWMHECHA K Jpyroil WHGOpMAIMKU B 3JIEKTPOHHOW ¢opMme (TIOIIUChIBAMOI
uH(pOpMaIIMK) WK UHBIM 00pa3oM CBsA3aHa ¢ Takod MH(poOpMalueld U KOTopasi UCTIOIb3YeTCs [T
oIpezesieHus JIMLA, OJIUCHIBAIOIIEr0 HH(POPMALUIO (JIEKTPOHHBIN TOKYMEHT).

1.4. 3amMIneHHbIH KaHAJ CBSI3M — KaHaJl CBSI3M, OPraHM30BaHHbBIN Ha 06a3e SSL mportokorna,
pEATH3YIONIEr0 AJITOPUTMBI KpUNTOrpauueckoro mpeodpazoBaHuss HHPOPMAIMM TPU €€
nepeaaye no KaHajaam cBA3u cetu MuTepHer.

15. HoarBep:kaenue nogauuHoctu I — nmonoxurenbHbIi pe3yasTaT mpoepke OlI.

1.6. Ilnomaaka — undopmanronuslii pecypce [laptaepa ans cosepiienus Caenku 6e3 pucka.
1.7. Croponbl — IlapTHep, ropumuyeckoe JHIO, 3apETHCTPHPOBAHHOE M  OCYIIECTBIIIONICE
JIEITENIbHOCTh B COOTBETCTBMM C 3aKOHOJATeNbCcTBOM Poccuiickoil @enepauuy, 3aKIlOYMBIIEE
cornmamenne ¢ OO0 PHKO «Eaunas xacca», 1 OO0 PHKO «Enunas kacca.

2. OBIIMUE MPUHIUIIBI B3AUMOJENCTBUA

2.1.  CropoOHBI, OpraHU30BbIBAsI EKTPOHHBIA JOKYMEHTOOOOPOT, MPU3HAIOT IOPHINYECKYIO
CUJIY 3JIEKTPOHHBIX JOKYMEHTOB, IIOJIMCAHHBIX 3JIEKTPOHHOM MOIIMCHIO, PABHON IOPHINYECKON
CHJIe JIOKyMEHTOB Ha OyMa)KHOM HOCHUTEJE, MOJMMCAaHHBIM COOCTBEHHOPYYHOM MOJNHMCHIO C
NPUIOKEHUEM OTTUCKOB TIeyaTeil CTOPOH (eciu 3To TpedyeTcs).
2.2.  CTopoHBI IPU3HAIOT, YTO UcHodIb30BaHue DI obecrneunBaeT eNOCTHOCTh U OUIMHHOCTh
aBTOpCTBa MH(GOPMAIMU B MOANUCAHHBIX D/,
2.3.  TpebGoBanus 1o 3amuTe HHHOPMAIMU, HE OTHOCSIMECS K BOIIpocaM ucnoib3oanus Oll,
BBINOJHAIOTCS CTOPOHAMU CaMOCTOSTEIbHO Ha OCHOBAaHUM, JAEMCTBYIOUIETO 3aKOHOAATEIbCTBA
PO®.
24. AyreHTH(UKalus U NpPOBEpKa aBTOPCTBA 3JIEKTPOHHOTO COOOIIEHMSI 00eCIeYrBaETCS
OpPUMEHEHHEM YCHUJICHHOM He KBanuduuupoBaHHON »snekTpoHHOM noxamucu (YHKOII),
RSA/SHAS512, koTopasi reHepupyeTcsl B IMUHOM KaOUHETe.
2.5. D10 ocymiectisiercs 1o nporokony SOAP 1o 3auuieHHOMY KaHaly CBS3H, B PeXHME
pEeaNbHOrO BPEMEHHU.
2.6. CTOpOHBI IPU3HAIOT, UTO:

o BHECEHHWE M3MEHEHUN B MOAMMCAaHHBIA D]l maeT oTpHIaTENbHbIA PE3YIbTAT MPOBEPKHU

I,
e  MOMEHTOM nosryueHus D] aBisieTcs 1aTa u BpeMsl OTpakeHHas Ha cepBepe [Iporieccunra
00O PHKO «Enunas xacca.

2.7. Texnnueckas uHTerpanuss CTOpOH OCYHIECTBISETCS B COOTBETCTBHE C OITMCAHUEM 3aIIPOCOB



3.1

3.2.

3.3.

3.4.

3.5.

3.6.

3.7.

3.8.

4.1.

5.1.

5.2.

u meto1oB AP (ITpunoxxernn Nel).

3. OBA3AHHOCTHU CTOPOH
[IpuauMaTh Ha ceOsl BCE PUCKH, CBS3aHHBIC C paOOTOCIIOCOOHOCTHIO CBOETO O00OPYAOBaHUS U
KaHaJIOB CBSI3U.
3a coOOCTBEHHBII CUET MOIEP>KUBATh HA CBOEH CTOPOHE B paboueM COCTOSHUU MPOrpaMMHO-
TEXHUYECKHUE CPECTBA BHIYMCIUTEILHON TEXHUKU U CBSI3U, 00ECIICUNBAIOLINX TEXHUYECKOE
B3aUMOJICHCTBUE.
Orpanu4uTh JOCTYI 3-X JIMI K MPOTPAMMHO-TEXHUYECKUM CPEJICTBAM BBIYUCIUTEIHHOU
TEXHHUKH U CBSI3U, 00ECIIEUNBAIOIIUX JIEKTPOHHBINA JOKYMEHTOOOOPOT.
He npennpuaMMarh ASHCTBHA, CIOCOOHBIX HaHECTH Bpen Apyroil CTopoHe, Hampumep,
yCTpauBaTh CETEBbIC aTaKH, aTaKh Ha OTKa3 B 00CIY)KUBAaHUU, BUPYCHbBIC aTaKu U T.1.
CBoeBpeMeHHO HH(POPMHUPOBATS (110 JAEKTPOHHOM 1MouTe u/uiu tenedony) apyryio CTopony
000 Bcex cllydasgxXx BO3HUKHOBEHHUS TEXHHYECKMX HEHCIPABHOCTEW WIM JPYTUX
0OCTOSTENBCTB, MPETATCTBYIOUINX TEXHUUECKOMY B3aUMOACHCTBUIO.
B cnydae oOHapykeHHs BO3MOXHBIX yrpo3 Oe3omacHOCTH, CTOpPOHBI 00s3YyIOTCS
CBOEBPEMEHHO U3BEIIATH IPYT JIPYra O TAKUX Yrpo3ax sl IPUHATHUS COTIIACOBAHHBIX MEp O
UX HeUTpalu3aluu.
Pexomennmyercss  pa3paboTarb M BBIIOJHATH  MEPONPHSTHA IO  OOECIICYCHHUIO
nH(pOpMaIMOHHOM 0€30MMacCHOCTH.
[lonnepxuBaTh CHCTEMHOE BpeMsl IPOrpaMMHO-ammmapaTtHeix cpeactB Cucremsl B
COOTBETCTBUU C TEKYIIUM AaCTPOHOMHUYECKHMM BpPEMEHEM C TOYHOCTBIO JO0 MATH MUHYT.

CTOpOHBI PU3HAIOT B Ka4€CTBE €JMHON LIKainbl BpeMeHn MockoBckoe BpeMst MSK
(UTC +3).

4. MPOUEAYPbHI OBECIHEYEHUSA BE3OITACHOCTU UH®OPMAILIUN
CropoHbl, B 1LENSX OPraHU3allMOHHBIX MEPONPUATUN 1O 3amuTe HHpOpMauu
pean30BbIBAIOT:

e 3amuUTy OT HECAaHKUMOHUPOBAHHOTO JOCTyNa K KOMIIBIOTEpPaM, C KOTOPBIX
OCYIIECTBIISICTCS MH(POPMAITMOHHO TEXHHYECKOE B3aUMOJICHCTBHE.

e PeMOHT w/uiu moOCHexyrollee HUCHOIb30BaHUE O0OpYyIOBaHUS, 3a/IeHCTBOBAHHOIO B
UH(OPMAIIMOHHO TEXHUYECKOM B3aMMOJICHCTBHUH, MOCIE yIAIeHUs ¢ HETO MH(POpMAIHH
OTHOCSIIIMICS K peanu3aiy HHHOPMALMOHHO TEXHUYECKOTO B3aUMOIEHCTBUSI.

e lHdopMalMOHHO TEXHUYECKOE B3aUMOJICHCTBHE Ha KOMIIBIOTEpAX C JIMIEH3UOHHBIMH
ONEPALMOHHON U aHTUBUPYCHON CUCTEMAMH.

e Ilepuonuyeckoe OOHOBJIEHHE AHTHUBUPYCHBIX 0a3 M MPOU3BEICHHE IMOJIHOM MPOBEPKU
KOMIIBIOTEpA Ha BUPYCHI.

e VcTaHOBKY OQUIIMANBHBIX OOHOBJICHUN OINEPAllMOHHOW CHUCTEeMbl M HUCKIIOYCHHE
MCIIOJIb30BaHUE HEJIMIIEH3UOHHBIX POTrPaMM.

5. OTBETCTBEHHOCTD

CTOopoHBI HECcEeT OTBETCTBEHHOCTh 3a COJIep)KaHWE€ MOJANUCAHHBIX uMU DJI, mpu ycioBuun
HNOATBEepkKAeHUs nmoaauHuocTu Ol

CropoHa, HECBOEBPEMEHHO COOOMIMBIIAS O HWHIUACHTAX, CBSI3aHHBIX C HapylIEHHEM
UH(POPMALIMOHHOM 0€30MaCHOCTH, HECET CBS3aHHBIE C ITUM PHCKH.



[Tpunoxenne Ne 1 k

MPOTOKOITY WH()POPMAIMOHHO-TEXHUYECKOTO B3aUMOICHCTBUS

Onucanue 3anpocoB K CTPAHMLIAM B3aMMOAEHCTBHUA C M0JIb30BaTeIeM H K
MmeToxamM API

1. 3ampocsl k Bed-cTpanuam W1

[Ipu otmpaBke 3ampoca B W1 miomanka [IobKHA IepegaBaTh B IapaMeTpax 3ampoca
JIOTIOJTHUTEIIBHBIC TapaMEeTPhI, MO3BOJISIONINE aBTOPU30BATh 3aIpoc.

Jns aBTopm3anuu Tutomiaakud mnepemaercs mapamerp Platformld, roe mepemaercs TekcToBbIN
UIECHTU(UKATOP TUTOMIAIKH.

3ampoc J0JKeH coAepkarh mapaMerp Signature, KOTOpbId (GopMupyercs myreM oObeAMHEHUS
3HAUYEHHUH BCEX OCTAJBHBIX IMapaMeTpoB (GOpMBI B andaBUTHOM MOpAKe MX uMeH (0e3 ydera
perucrpa) ¢ J00aBICHUEM B KOHEIl «CEKPETHOTo Kirouday Iuomanku. llosyueHHoe mocie
O00BEMHEHHS TapaMeTPOB U «CEKPETHOro KII0Yay 3HAYeHHE, IMPEICTaBICHHOE B KOIUPOBKE
UTF-8, xemmpyetcs BbIOpanHbIM MeTo10M popmupoBanus DL u ero GaiiToBoe npeacraBieHne
Koaupyercs B Base64.

Signature = Base64(SignatureMethod(UTF8(Sort(Params) + SignatureKey)))

[lpu mnepemaue mapamerpa Signature, 3ampoc JOJDKEH CoJepXKaTh mapamerp Timestamp,
conepkamuii aaty ¢opmupoBanus 3ampoca B yacoBoMm mnosce UTCH+0. 3nauenue mapamerpa
N0/oKHO BMeTh hopMmat Yyyy-MM-ddTHH:mm:ss. 3anpocs co 3HadeHnem Timestamp OTIHYHBIM
OT TEKYIlero 6ojee yeM Ha 5 MUHYT OTKJIOHSIOTCSI.

YBegoMJIeHHsI O BBINIOJHEHUH orepanuu OynyT orceuiathess Ha ReturnURL mepenanubiii B
3ampoce U MOAMMUCHIBAThCS cucteMoid W1 1o Takoi ke cxeme.

Bo3MoKHEIE OIIMOKH:

Kox ommnbku Onwucanne

PLATFORM_NOT_FOUND WnenTndukaTop romank He HaiiIeH
INVALID_SIGNATURE Hesephas moanucse.

INVALID_TIMESTAMP 3uravyenune o Timestamp mepenaHo HEBEPHO

2. Omiara caejKu

JlaHHBIi 3a1poc OoTHpaBIIsIeTcs ocie perucrpanuu caenku B cucreme W1. Ilpu ornpaske 3amnpoca
MIPOUCXOANT NIEPEHANPABIEHNUE NOJIb30BaTENS HAa CTPAHMUILY OIUIATHI CAEIIKH.

POST /deal/pay

ITepenaBaeMble TapaMeTphI:



Hanmenosanue Omnucanne

Platformld WnenTndukarop miomaika
PlatformDealld Wnentnduxarop caenaku Ha CTOPOHE IIOIIAAKK
AuthData CVV/CVC2 kapTsl nonb30Batelis (ONMIHOHAIBHO), €CIIU HE MepeiaHo,

cupammBaeTcsa B uHTepdeiice WalletOne

Signature IMoarmuck 3ampoca

Timestam ata (hpopMHUpOBaHusA 3amnpoca B yacoBoM nosice UTC+0
PMHD p

[To 3aBepmieHHH Mpoliecca OIUIAThl - MOJb30BaTeslb Oyaer mnepeHarpanieH Ha Url, myrem
otnpaBku cuctemoit W1 POST-3amnpoca co cienyronmmu napameTpamu:

HaumenoBanue Onucanue
PlatformDealld Wnentndukarop caenaKy Ha CTOPOHE IUIOIIAAKK
DealStateld WneHtrUKaTOp yCIEIMHOCTH OTIIATHI
ErrorCode Ko ommOku (111 HeyCHEeNTHbIX MIaTeXeH)
ErrorDescription Omnucanue omMOKY (1711 HEYCTICITHBIX TIaTeXeH)
Signature IMoamuchk 3anpoca
Timestamp Hara dbopmupoBanus 3amnpoca B yacoBom mosice UTC+0

[Tocne 3aBepiieHust MpOBEACHHUs IUIaTeXa Ha cTopoHe cucreMbl W1, miomanke Oyzaer
OTIIPaBJIEHO YyBeIOMJICHME Ha 3apaHee ycraHoBieHHbI DealCallbackURL. VYBenomnenue
otmnpasinsiercs POST-3anpocom ¢ mapamerpamu:

HaumeHnoBanue Onucanne
PlatformDealld Wnentndukarop caenKu Ha CTOPOHE IUIOMIAAKH
DealStateld W neHTr(UKaTOp yCIEMHOCTH OTIIATHI
ErrorCode Kox om0k (17151 HEYCIIEIHBIX MIIaTeXen)
ErrorDescription Omnucanue omuOKH (111 HEYCTICIIHBIX TIaTeXeH)




Signature [Moamuce 3anpoca

Timestamp Hara hopmupoBanus 3ampoca B yacoBoMm mnosice UTC+0

Tax:xe BO3MOXKHO MOJIy4YCHHUEC CTaTyCa CACIKHU C UCITOJIb30BaAHUEM APL
3. loOaBJjieHue (MPUBS3KA) KAPThI HCIIOJIHHUTES

JlaHHBIN 3alpoc MCMONB3YETCs ISl TIONYYCHUS HIASHTH(HUKATOPA KapThl MPU OTKIWUKE UCIIOJHUTEIS Ha
caenky. Jms BeIOOpa KapThl MCHOJMHHUTENHh OYAET MepeajipecoBaH Ha COOTBETCTBYIOIIYIO CTPAHHILY B

cucreme W1.
POST /beneficiary/card
ITepenaBaeMblie mapaMeTphI:
HaumenoBanue Onucanue
Platformid Wnentudukarop miomaiKa
PlatformBeneficiaryld W neHTnduKaTop UCMOIHUTEINS Ha CTOPOHE TUIONIAIKH
PhoneNumber Homep tenedona ucrnosHuTenst
Title HanMenoBaH#e HCTIOJHUATENS (OTIIMOHAIBHO)
ReturnUrl Vpi1 Bo3Bpara moyib30BaTels
Signature IMoamuck 3anpoca
Timestamp Jata ¢popmupoBanus 3anpoca B yacoBom mnosice UTC+0

[Tocne BEIOOpa KapThl HCIIOJIHUTENIEM CHCTEMA ITePeaipeCOBBIBACT ITOJIB30BATEIS ITyTEM OTIIPABKU
POST-3anpoca nHa ReturnURL, nepenaBasi mpu 5TOM CIIEAYIOUINE TApaMETPHhI:

HanmenoBanue Onucanue
PlatformBeneficiaryld W eHTnduKaTop UCIOIHUTEINS Ha CTOPOHE TUIONIAIKH
BeneficiaryCardld Wnentndukarop BEIOPaHHOM UCIIOTHHUTENIEM KapThl
Signature [Moanuce 3anpoca
Timestamp [Jara ¢opmupoBanus 3amnpoca B yacoBoM nosice UTC+0




4., Metoasl API

[Ipu oOpamennn k wmetomam APl muomagka gomkHA TepenaBaTh B 3arojoBKE 3ampoca
JIOTIOJTHUTEILHBIC TTAPaMETPhI, TO3BOJISIONINE aBTOPHU30BATh 3aIpoC.

Jliis aBTOpM3aluy IIOIAKK B 3ar0J0BKE 3ampoca J0JDKeH ObITh nepeaan mapamerp X-Wallet-
Platformld, rae yka3piBaeTCsi TEKCTOBBIN MACHTH(PUKATOP TUIOIIAIKH.

3arojoBOK 3ampoca JOJDKEH COJepXkaTh 3JIEeKTpOoHHYI0 1mdpoByto mnoxamuck (DLII),
c(OpPMHUPOBAHHYIO C HCIIOIB30BaHHEM BBIOpaHHOTO MeToa opmupoBanus DL, nepexanuyio B
saronioBke X-Wallet-Signature, Hatpumep:

X-Wallet-Signature: 0J7Qv9C70LDRgtCwINC30LDQutCwOLfQsA==

[Tpu nepenaue 3aromoska X-Wallet-Signature, 3ampoc qomkeH coaepxarh 3aronoBok X-Wallet-
Timestamp, comepkamuii naty GopmupoBanus 3ampoca B dacoBoMm mnosice UTC+0. 3nauenue
3aroJioBKa JJOJDKHO uMeTh hopmar yyyy-MM-ddTHH:mm:ss.

[MudpoBass moamuch 3ampoca dopmupyercs nyreM KoHkateHanumu URL, Ha KoTOpbIi
OTHpaBIIseTCs 3anpoc, 3HadeHus 3arosiopka X-Wallet-Timestamp, Tena 3ampoca U CEKpETHOTO
KIroua riomaaku. [lomydennas ctpoka, npeacrasienHas B kogupoBke UTF-8, moanuceiBaercs ¢
nomoItnbio BbiOpanHoro anroputma JLII, mocie dvero OaliToBoe mpencTaBiICHUE TOIINUCH
koaupyercs B Base64:

Signature = Base64(SignatureMethod(UTF8(URL + Timestamp + RequestBody +
SignatureKey)));

Ha 3ampochl NpuiIoKeHuid, coaepIKalie moIKuch, CEpBEp TEHEPHPYET OTBET, KOTOPBIH TaK Ke
MOXeT OBITh POBEPEH Ha MOUIMHHOCTD, IPH ATOM OTBETY I00aBIISIOTCS 3ar0JIOBKH:

o X-Wallet-Timestamp - nata hbopmupoBaHHs OTBETa B 4aCOBOM Tosice U hopmare

AQHAJIOTUYHOM Jate GOPMHUPOBAHHS 3aIpoca.

o X-Wallet-Signature - DIIIT orBeTa cepBepa.
[udposas moxnuck oTBera (GopMUpyeTcs MyTeM KOHKATCHAIMHM 3HAYCHHsS TOAIUCH 3ampoca,
3aronoBka otBera X-Wallet-Timestamp, Tema oTBeTa W CEKPETHOTrO KIOYa TMPHIIOKCHUSI.
[ToyuenHast cTpoka MpeoOpa3oBBIBACTCS M XEIIMPYETCS] aHAIOTHYHO aJITOPUTMY IS 3aIIPOCOB:

Signature = Base64(SignatureMethod(UTF8(IncomingSignature + Timestamp + ResponseBody +
SignatureKey)))

Bo3MOKHEIE OIIHOKH:

Ko ommboku Ormnucanue

PLATFORM_ID_NOT_FOUND WnenTnduxarop miomaakyu He HailieH

INVALID_SIGNATURE Hesepnas noanuce.

INVALID_TIMESTAMP 3nauenue noust X-Wallet-Timestamp nepenano
HEBEPHO




5. Perucrpaums ciejaku

POST /api/deals

X-Wallet-Platformld: youdo
X-Wallet-Signature: 0J7Qv9C70LDRgtCwINC30LDQutCwWOLfQsA==

X-Wallet-Timestamp: 2015-01-07T21:45:33

TIpumep tena 3ampoca:

{
"PlatformDealld":{platformDealld},

"PlatformPayerld™:"1",
"PayerPhoneNumber":"+79123456789",
"PayerCardld":1, /OnimonaIbpHbIH TapaMeTp
"PlatformBeneficiaryld™":"1",
"BeneficiaryCardld":1,

"Amount™:10.00,

"Currencyld™:643,
"ShortDescription™:"Omuara cienku™,

"FullDescription™:"Tloanoe onmcanue" //ONIMOHAIBHEIN TApaMeTp

IIpumep orsera:

HTTP/1.1 200 OK

Content-Type: application/json

{
"PlatformDealld":{platformDealld},
"DealStateld":"Created",
"CreateDate":"2015-01-07T21:45:33",
"UpdateDate":"2015-01-07T21:45:33",
"ExpireDate™:"2015-06-07T21:45:33",

"Amount":10.00,




"Currencyld™:643,
"PlatformPayerld™:"1",
"PayerCardld":1,
"PlatformBeneficiaryld™":"1",
"BeneficiaryCardld":1,

"ShortDescription™:"Omuara cienku'™,

"FullDescription":"Tloxnoe onucanwue"

Ilepenaya MoBTOPHOrO 3ampoca ¢ IPYrMMH IapaMeTpaMu IPHUBENET K U3MEHEHHUIO 11apaMeTpOB
CHIeJIKH, B Cllydae, eclM chenka HaxoauTcs B coctosHun Created. Eciu cocrosHue cuenku yxe
WU3MEHUIIOCH OLIMOKY

U IepeJaHHble IapaMeTpbl 3a1poc

DEAL_PARAMS_MISMATCH, B npoTHBHOM cilydae BepHETCS HH(OOPMAIIHS O CIIEIKE.

OTJIMYarTCA, TO BCPHET

Bo3MoxHbIE OLIMOKU;

Ko ommoku

Omnncanne

DEAL_PARAMS_MISMATCH

HapaMeprI CACJIKM HC COBIAJAAKOT C IICPEAAHHBIMU PAHECC

PAYER_ID_NOT_FOUND

3aKa34yuK He HalJeH (eciu nepeaaH NACHTH(HUKATOP KapThl
3aKa34nKa)

PAYER_CARD_ID_NOT_FOUND

Kapra ¢ nepeganHbIM UIeHTU(HHUKATOPOM HE Haii/leHa UK He
IIPUHAUICKUAT YKa3aHHOMY 3aKa34UKY

BENEFICIARY_CARD_ID_NOT_FOUN
D

Kapra ¢ nepeaanHbIM UieHTH(HHUKATOPOM HE Haii/leHa UK He
IIPUHAUIEIKUAT YKA3aHHOMY UCIIOJIHUTEIIO

CURRENCY_ID_NOT_SUPPORTED

Yka3aHHBII KOJ BAJIIOThI HE NONJAEPKUBAETCS

AMOUNT_RANGE_ERROR

HGI[OHYCTI/IMOC 3Ha4YeHHe noJisi Amount

ARGUMENT_CHECK_ERROR

[Tpoune ommbku B mapameTpax.

3aBepieHue CIeJIKU

PUT /api/deals/{platformDealld}/complete

X-Wallet-Platformld: youdo

X-Wallet-Signature: 0J7Qv9C70LDRgtCwINC30LDQutCwWOLfQsA==

X-Wallet-Timestamp: 2015-01-07T21:45:33

IIpumep otsera:




HTTP/1.1 200 OK

Content-Type: application/json

{
"PlatformDealld":{platformDealld},
"DealStateld":"PaymentProcess",
"CreateDate":"2015-01-07T21:45:33",
"UpdateDate":"2015-01-07T21:45:38",
"ExpireDate™:"2015-06-07T21:45:33",
"Amount":10.00,
"Currencyld™":643,
"PlatformPayerld™:"1",
"PayerCardld":1,
"PlatformBeneficiaryld™":"1",
"BeneficiaryCardld":1,
"ShortDescription":"Omara cuenxu”,

"FullDescription™:"TlonHoe onucanwue"

Bo3MoskHEBIE OIIMOKH:

Koz ommoku

Omnucanne

DEAL_ID_NOT_FOUND

C,I[eJ'IKa C YKa3aHHbIM I/II[CHTI/I(bI/II(aTOPOM HEC HaﬁI[CHa

7. OTMeHa COeJKH

PUT /api/deals/{platformDealld}/cancel

X-Wallet-Platformld: youdo

X-Wallet-Timestamp: 2015-01-07T21:45:33

X-Wallet-Signature: 0J7Qv9C70LDRgtCwINC30LDQutCwWOLfQsA==

IIpumep otsera:

HTTP/1.1 200 OK

Content-Type: application/json




"PlatformDealld":{platformDealld},
"DealStateld™:"Canceling",
"CreateDate":"2015-01-07T21:45:33",
"UpdateDate":"2015-01-07T21:45:38",
"ExpireDate":"2015-06-07T21:45:33",
"Amount":10.00,

"Currencyld™":643,
"PlatformPayerld™:"1",
"PayerCardld":1,
"PlatformBeneficiaryld™":"1",
"BeneficiaryCardld":1,
"ShortDescription™:"Omuara cienku™,

"FullDescription™:"TlonHoe onucanwe"

Bo03MOXXHEBIE OLINOKH:

Koz ommoku Onucanue

DEAL_ID_NOT_FOUND Crenka ¢ yka3aHHBIM HICHTH()UKATOPOM HE HalieHa

8. Ho.ﬂyqeﬂne craryca CaeJikKu

GET /api/deals/{platformDealld}

X-Wallet-Platformld: youdo
X-Wallet-Signature: 0J7Qv9C70LDRgtCwINC30LDQutCwWOLfQsA==

X-Wallet-Timestamp: 2015-01-07T21:45:33

IIpumep otsera:

HTTP/1.1 200 OK

Content-Type: application/json

{




"PlatformDealld":{platformDealld},
"DealStateld":"Canceling",
"CreateDate":"2015-01-07T21:45:33",
"UpdateDate":"2015-01-07T21:45:38",

"ExpireDate":"2015-06-07T21:45:33",

"Amount":10.00,
"Currencyld™":643,
"PlatformPayerld™:"1",

"PayerCardld":1,

"BeneficiaryCardld":1,

"PlatformBeneficiaryld™":"1",

"ShortDescription":"Omara cuenxu”,

"FullDescription™:"TlonHoe onucanwe"

Crenka MOXXET HaXOAUTHCS B CIEAYIONTUX COCTOSIHHSAX:

Wnentndukarop cocTosHUA

Omnncanne

Created

C,I[eJ'IKa 3aperucTpupoBaHa B CUCTCMC

PaymentProcessing

HpOI/ISBOHI/ITCﬂ oriata CACJIKH 3aKa34YMKOM

PaymentProcessError

Ommubka B mpoiiecce ormIaThl CACITKH

Paid

C/:[em(a YCIICHIHO OIJIa4Y€Ha 3aKa34YMKOM

PayoutProcessing

HpOI/I3BOJII/ITC$[ BhITIJIaTA UCITOJTHUTCIIIO

PayoutProcessError OmmbKa B mporiecce BHIILIATHI UCTIOTHUTEITIO
Completed CyMMa C/IeJIKH YCIEIIHO BhIIIa4e€Ha UCTIOTHUTEITIO
Canceling Crenka oTMeHsieTCs (BO3BpAT 3aKa34HKY)

CancelError

Omunbka B mponecce OTMEHbI CACIIKA

Canceled

Crenka ycIenrHo oTMEHeHa




Bo3MosxHbBIE OIINOKH:

Ko ommoku Omnucanne

DEAL_ID_NOT_FOUND Crernka ¢ yka3aHHBIM HIICHTA(DUKATOPOM HE HaiieHa

9. Usmenenue KapTbl HCIIOJIHUTEJIA MO CAEJIKE

HN3MeHeHne NCIIOJIHUTEIIS BO3MOJKHO, KOT'Zla CACJIKa HAXOAUTCA B CJICAYIOIHNX COCTOAHUAX:
Created

PaymentProcessing

PaymentProcessError

Paid

PayoutProcessError

PUT /api/deals/{platformDealld}/beneficiaryCard
X-Wallet-Platformld: youdo
X-Wallet-Signature: 0J7Qv9C70LDRgtCwINC30LDQutCwWOLfQsA==

X-Wallet-Timestamp: 2015-01-07T21:45:33

IIpumep Tena 3ampoca:

{

//UneaTrdUKaTOp KapThl HCTIOJHUATEIS
"BeneficiaryCardld":5,
//MHAMMPOBATH MPOLIEAYPY 3aBEPIICHUS CAEIKH TOCIIE 3aMEHBI KapThI

"AutoComplete™ : 1

¥

IIpumep orsera:

HTTP/1.1 200 OK

Content-Type: application/json

{
"PlatformDealld":{platformDealld},
"DealStateld":"Canceling",

"CreateDate":"2015-01-07T21:45:33"




"UpdateDate":"2015-01-07T21:45:38",
"ExpireDate":"2015-06-07T21:45:33",
"Amount":10.00,

"Currencyld™:643,
"PlatformPayerld":"1",
"PayerCardld":1,
"PlatformBeneficiaryld™:"1",
"BeneficiaryCardld":5,
"ShortDescription™:"Omuara cienku™,

"FullDescription™:"Tlonnoe onucanwue"

BosMosxHbIE OIIMOKH:

Ko ommoku

Omnncanne

DEAL_ID_NOT_FOUND

Crenka ¢ yka3aHHBIM HICHTH()UKATOPOM He HalieHa

DEAL_STATE_ID_ERROR

H3MeHeHne UCTIOTHUTES HEBO3MOXKHO JIJIS TCKYLIETO
craryca CACIKN

BENEFICIARY_CARD_ID_NOT_FOUND

Kapra ¢ nepegaHHbIM UIeHTU(HHUKATOPOM Ha HalieHa MK
HE IIPUHAJJIEKUT [IEPEIAHHOMY UCIIOJHUTEIIO

10. MoryyeHune ciMcKa NPUBA3AHHBIX KAPT MCHOJHUTEJISI

X-Wallet-Platformld: youdo

X-Wallet-Timestamp: 2015-01-07T21:45:33

GET /api/beneficiaries/{beneficiaryld}/cards

X-Wallet-Signature: 0J7Qv9C70LDRgtCwWINC30LDQutCwWOLfQsA==

IIpumep otsera:

HTTP/1.1 200 OK

Content-Type: application/json

[

{"CardMask":"500000****12", "Cardld":1},




{"CardMask":"500000****13", "Cardld":2}

Ecmm Y JaHHOT'O UCIIOJHHUTEIIA HET MPUBA3AHHBIX KapT, BEPHETCA HyCTOfI MacCCHB.

11. ITosryyeHHe CIUCKA MPUBS3AHHBIX KAPT 3aKa34YHKAa

GET /api/payers/{payerld}/cards

X-Wallet-Platformld: youdo
X-Wallet-Signature: 0J7Qv9C70LDRgtCwINC30LDQutCwWOLfQsA==

X-Wallet-Timestamp: 2015-01-07T21:45:33

IIpumep otBeTa:

HTTP/1.1 200 OK
Content-Type: application/json
[

{"CardMask":"500000****12", "Cardld":1},
{"CardMask":"500000****13", "Cardld":2}

Ecnu Y JaHHOT'O 3aKa34rKa HET IMPUBA3AHHLIX KapT WKW 3aKa34uK HE HaﬁﬂeH, BCPHCTCA HYCTOﬁ MacCCHB.

12. YnaneHnue npuBsI3aHHOMH KaAPThI HCTIOJTHUTEJISA

DELETE /api/beneficiaries/{beneficiaryld}/cards/{beneficiaryCardld}

X-Wallet-Platformld: youdo
X-Wallet-Signature: 0J7Qv9C70LDRgtCwINC30LDQutCwWOLfQsA==

X-Wallet-Timestamp: 2015-01-07T21:45:33

IIpumep orsera:

HTTP/1.1 200 OK

Bo3MoskHEBIE OIIMOKU:

Kox ommbku Onucanue

BENEFICIARY_ID_NOT_FOUND HcnomHuTens ¢ ykazaHHBIM UICHTU(QHUKATOPOM HE HaleH




BENEFICIARY_CARD_ID_NOT_FOUND Kapra ¢ mepenaHHbIM HIEHTH(HUKATOPOM HA HalIeHa WITH
HE MPUHAJUICKHUT NePEIaHHOMY MOJI30BATEIIO

13. YnaneHue npuBsI3aHHOM KapThl 3aKa34nKa

DELETE /api/payers/{payerld}/cards/{cardld}

X-Wallet-Platformld: youdo
X-Wallet-Signature: 0J7Qv9C70LDRgtCwINC30LDQutCwWOLfQsA==

X-Wallet-Timestamp: 2015-01-07T21:45:33

IIpumep orsera:

HTTP/1.1 200 OK

BosMosxHBIE OIINOKH:

Ko ommoku Onucanue

PAYER_CARD_ID_NOT_FOUND Kapra ¢ nepeganHbIM HAeHTH(HHUKATOPOM HA Hal/IeHA WM HE
IPHHAJUICKUT NIePeIaHHOMY I10J1b30BaTENIO.

14. Ilosry4yeHue CIIUCKA BBIILIAT 10 HCIIOJHUTEJII0

GET
/api/beneficiaries/{beneficiaryld}/payouts?pageNumber={pageNumber}&itemsPerPage={itemsPer
Page}

GET
[api/beneficiaries/{beneficiaryld}/payouts?dealld={platformDeal ld}&pageNumber={pageNumber}
&itemsPerPage={itemsPerPage}

X-Wallet-Platformld: youdo
X-Wallet-Signature: 0J7Qv9C70LDRgtCwINC30LDQutCwWOLfQsA==

X-Wallet-Timestamp: 2015-01-07T21:45:33

IIpumep orsera:

HTTP/1.1 200 OK
Content-Type: application/json
{

"Payouts": [

{"PlatformDealld":"1", "CreateDate":"2016-10-01T14:48:59.373Z", "Amount":10.00,
"Currencyld™: 643, "Payoutld™":1, "PayoutStateld":"Paid"},




{"PlatformDealld":"2", "CreateDate":"2016-10-05T18:12:32.123Z", "Amount":50.00,
"Currencyld™": 643, "Payoutld":24, "PayoutStateld":"Processing"}

]1
"TotalCount": 2

}

Ecnu o JaHHOMY HCIIOJIHUTCJIIO HE OBLIO BO3BpAaTOB, BEPHETCA HyCTOﬁ MacCCHB.

Bo3MoskHEBIE OIIMOKH:

Kon ommoku Onucanue
BENEFICIARY_ID_NOT_FOUND VcnonanTens ¢ yKa3aHHBIM HICHTU(PUKATOPOM HE HaWICH
DEAL_ID_NOT_FOUND Crernka c iepeJaHHBIM HACHTU(PUKATOPOM HE Hal[ieHa

15. Honyqeﬂne CIIMCKA BO3BPATOB 110 3aKa3YUKY

GET /api/payers/{payerld}/refunds?pageNumber={pageNumber}&itemsPerPage={itemsPerPage}

GET
lapi/payers/{payerld}/refunds?dealld={platformDealld}&pageNumber={pageNumber}&itemsPerP
age={itemsPerPage}

X-Wallet-Platformld: youdo
X-Wallet-Signature: 0J7Qv9C70LDRgtCwWINC30LDQutCwWOLfQsA==

X-Wallet-Timestamp: 2015-01-07T21:45:33

IIpumep orsera:

HTTP/1.1 200 OK

Content-Type: application/json

{
"Refunds™: [

{"PlatformDealld":"1", "CreateDate":"2016-10-01T14:48:59.373Z", "Amount":10.00,
"Currencyld": 643, "Refundld":1, "RefundStateld™;" Accepted"},

{"PlatformDealld":"2", "CreateDate":"2016-10-05T18:12:32.123Z", "Amount":50.00,
"Currencyld": 643, "Refundld":24, "RefundStateld":"Processing"}

]1
"TotalCount™: 2

¥

Ecnu mo manHOMY 3aKa34mKy HE OBLTO BO3BPATOB, BEPHETCS ITyCTONH MacCHB.



